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AUDIT BOARD 
 

 AGENDA 
 

Wednesday 31 March 2021 
 
 

Viewing this meeting on YouTube 

This meeting may be viewed on YouTube by clicking on, and opening, the link 
below: 
 
https://youtu.be/J6whVKsZSvU 

 

1. Apologies for Absence.   
 

2. Declarations of Interest.   
 

 To receive declarations of interest from Members including the 
terms(s) of any Grants of Dispensation by the Strategic Director 
(Internal Services).  
 

 

3. Confirmation of the Minutes of the meeting held on 20 
January 2021  

MD 
(Pages 1 - 8) 

   
 

 

4. Urgent Items   
 

 The Chairman will announce his decision as to whether there are 
any urgent items and their position on the agenda. 
 

 

5. References from Other Committees (IF ANY)   
 

 There are presently no references from other Committees for the 
Board to consider. 
 

 

6. Update Report from External Auditor - March 2021   
(Pages 9 - 30) 

7. External Quality Assessment (EQA)   
(Pages 31 - 50) 

8. Internal Audit Plan and Charter 2021/22   
(Pages 51 - 72) 

https://youtu.be/J6whVKsZSvU


 

9. Internal Audit Update Report (March 2021)   
(Pages 73 - 90) 
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DARTFORD BOROUGH COUNCIL 
 

AUDIT BOARD 
 

MINUTES of the meeting of the Audit Board held on Wednesday 20 January 2021 at 
5.00 pm. 
 

 
PRESENT: 
 

Councillor D A Hammock (Chairman) 
Councillor Mrs J A Ozog (Vice-Chairman) 
Councillor D Butler-Ruhle 
Councillor R Gosine 
Councillor P M Harman 
Councillor A R Lloyd 
Councillor A J Oakley-Dow (Substitute) 
 

 
ABSENT: 
 

Councillor S N Gosine 
 

 
IN ATTENDANCE: Sarah Martin – Strategic Director (Internal Services) 
 Tim Sams – Head of Finance & Section 151 

Officer 
 Fran Chivers – Internal Audit Manager (Chief Audit 

Executive)  
 Mr Ian Murray – Grant Thornton UK (External 

Auditors) 
 Mr Keith 

Mungadzi 
– Grant Thornton UK 

 David Hook – Democratic Services (Board Clerk) 
   

 
62. APOLOGIES FOR ABSENCE.  

 
An apology for absence had been received from Councillor S N Gosine with 
Cllr. Oakley-Dow in attendance as his Substitute. 
 
The Chairman welcomed Members to the meeting, which was being held 
virtually via the Zoom platform, and confirmed that the proceedings were 
being streamed live to the public via YouTube, as per the link published on 
the Council’s website. 
 
He welcomed the remote participation of Mr Ian Murray and Mr Keith 
Mungadzi from Grant Thornton UK (Council’s External Auditors), and noted 
the remote presence of the Council’s Strategic Director (Internal Services), 
Head of Finance (Section 151 Officer), Internal Audit Manager (Chief Audit 
Executive) and the Board Clerk. 
 

63. DECLARATIONS OF INTEREST.  
 
There were no declarations of interest. 
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64. CONFIRMATION OF THE MINUTES OF THE MEETING HELD ON 21 
OCTOBER 2020  
 
  RESOLVED: 
 

1. That the Minutes of the Board meeting held on 21 October 2020 be 
confirmed as accurate record of those proceedings. 

 
65. URGENT ITEMS  

 
The Chairman confirmed that that there were no urgent items for the Board to 
consider. 
 

66. REFERENCES FROM OTHER COMMITTEES (IF ANY)  
 
There were no references from other Committees. 
 

67. REPORT FROM THE EXTERNAL AUDITOR  
 
The covering report from the Head of Finance presented two documents from 
the Council’s external auditors Grant Thornton for Members’ consideration: 
 

(i) An Addendum to the Audit Findings Report (attached as Appendix A); 
and 

(ii) The Annual Audit Letter for the Financial Year ended 31 March 2020 
(Appendix B).  

 
Mr Murray (Grant Thornton UK, External Auditors) informed Members that the 
Audit Adjustments Amendment [Appendix A to the report], was required to be 
notified to the Board, but was not considered by Management to have had a 
material impact on the Accounts, for the period under review. The Annual 
Audit Letter [report Appendix B], was a statutory requirement and did not 
contain any additional material from his last report to the Board in October 
2020 [Min. No. 57 refers], apart from a variation in Fees being negotiated with 
Management, to reflect the additional work being undertaken by the External 
Auditors due to the Coronavirus pandemic and the subsequent and ongoing 
Government lockdown measures.  
 
The Chairman expressed his appreciation of the External Auditor’s efforts and 
those of the Council’s Finance Department during the ongoing pandemic and 
necessary Government lockdown measures. 
 
The Cabinet Portfolio Holder for Finance (in attendance as a Board Member), 
sought further clarification regarding the Addendum to the Audit Findings 
Report [Appendix A]. In particular how/why an incorrect house pricing index 
had been used in the calculation of the Council’s Discounted [Housing] Sales 
Scheme [agenda p.14 refers], and sought assurances that the error would not 
be repeated in the future. 
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The Head of Finance advised that it appeared to be the case that a new 
member of his Team had used an outdated Average Housing Value Index, 
and that measures had been put in place to ensure a similar error would not 
be repeated in the future. He supported the External Auditor’s assertion, that 
the error had resulted in only a minor misstatement, but had not had a 
material impact on the Accounts as previously published.  
 
The Cabinet Member expressed his satisfaction with the explanation and the 
decision taken by the Council’s Management. 
 
  RESOLVED: 
 

1. That Members note the Addendum to the Audit Findings Report 
2019/20 as set out in Appendix A to the report; 

2. That Members note the Annual Audit Letter for 2019/20 as set out in 
Appendix B to the report. 

 
68. INTERNAL AUDIT UPDATE REPORT (JANUARY 2021)  

 
The report from the Internal Audit Manager (IAM) provided Audit Board 
Members with an update [attached at Appendix A], on Internal Audit outcomes 
and activity since the last report to the Board in October 2020 [Min. No. 59 
refers], and presented information to facilitate Members’ oversight of the 
Internal Audit function. 
 
The IAM highlighted the following principal points in her January 2021 Update 
report for Board Members; 
 

 All DBC employees within the IA team plus the Audit Manager had 
been re-deployed to part-time audit duties until the end of March to 
assist in the Council’s COVID-19 Hub operation; 

 Despite the Dartford team’s re-deployment, it was still expected that 
the End of Year Annual Opinion would be presented to the Board in 
July, with an update report to the Board in March; 

 Progress had been made towards the implementation of 
recommendations in the Cyber Security Audit [Annex A agenda p.39] 
with the purchase of a Disaster Recovery Solution; 

 An advisory report on the counter fraud arrangements in place across 
the Council had revealed the absence of a comprehensive fraud risk 
assessment to identify and manage risk. To rectify this, it was 
proposed that the IAM and the Counter-Fraud Manager would 
undertake a joint risk assessment in the 2021/22 financial year and a 
Counter-Fraud Response Plan developed;  

 The proposed IA audit of the Council’s response to the Coronavirus 
pandemic would now have to be undertaken by an independent 
body, following the participation of the IA team in the work of the 
Council’s COVID-19 Hub; 

 The proposed audit of the IT Service Desk had been substituted for an 
audit of IT Change Control [Appendix A para 9) agenda p.35 refers]; 
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 The External Quality Assessment (EQA) by the Institute of Internal 
Auditors (IIA) had yet to be finalised, however, an internal 
assessment by the IAM had confirmed the need to improve the 
efficiency and timeliness of audits undertaken by the IA team 
[Appendix A paras 25) and 26) agenda pages 37/38 refer]. 

 
The Chairman thanked the IAM for her comprehensive update report and for 
the continued contribution of her team in the operation of the Council’s 
COVID-19 Hub operation, and advised Board Members that he been 
interviewed by the IIA team as part of the EQA of the Council’s IA operation. 
 
In response to subsequent questions from the Chairman and Board Members, 
the IAM confirmed the following points: 
 

 A further cultural review of the Council’s Home Working policy 
arrangements would be undertaken once the two new Director 
appointments had been made, and the Council had decided where the 
emphasis on home working should lie going forward [post COVID-19], 
given the cultural change that would involve for the organisation;  

 All Audits were prioritised within the Internal Audit 2020/21 Plan into 
Plan A and Plan B [Appendix A, Annex A agenda p.39 refers]. 
Currently, 8 out of 23 audits from Plan A had been completed, and the 
Board had been asked to remove Audit 21 ‘Covid-19: Lessons 
Learned’ from Plan A for independent audit. Audit 22 ‘Covid-19: 
Recovery’ was likely to be deferred, given that the Council remained in 
the Response phase to the Coronavirus pandemic. Audit 13 ‘Corporate 
Project Governance’ (including the Acacia Hall project), was also likely 
to be deferred as Acacia Hall was not likely to be handed back [from 
the contractors] until the early part of the 2021/22 Financial Year. All 
other audits were expected to be completed, and any further changes 
to the Plan, ultimately fell to the Board for approval were ultimately;  

 The proposed Counter-Fraud Response and Plan would be presented 
to the Board in the next financial year; 

 An update on the scope of the audit of the Council’s Facilities 
Management operation would be presented to the March Board. 

    
  RESOLVED: 
 

1. That Members note the Internal Audit Progress Report and updates as 
set out in Appendix A to the report; 

2. That Members approve the removal of the COVID-19 Response audit 
from the Audit Plan, due to Internal Audit’s conflict of interest; 

3. That Members approve the replacement of the IT Service Desk audit, 
with an audit of IT Change Control. 

 
69. STRATEGIC RISK REGISTER  
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The report from the Strategic Director (Internal Services) presented the 
Council’s updated Strategic Risk Register (SRR) for the Board’s approval 
[attached as Appendix A to the report].   
 
The Strategic Director (Internal Services) commended the updated SRR to 
the Board as a timely and comprehensive document, which took account of 
the emerging risks associated with COVID-19 and the new UK-EU partnership 
post Brexit, and the implications which both factors could potentially hold for 
the Council in achieving its corporate objectives. The Council’s overall risk 
strategy was also in the process of being reviewed, and would be presented 
to the Board later in the year. Members were invited to pose any specific 
questions they had on the contents of the updated SRR. 
 
The Chairman noted that the Council shared an Internal Audit Service with 
Sevenoaks Council, but assessed Risk differently. Dartford used a 9 (nine) 
square model based on the green/amber/red traffic-light system to indicate 
the current risk level for each objective [report Appendix A agenda pages 51-
88 refer]. In contrast, Sevenoaks used a more comprehensive 16 (sixteen) 
square model to assess and indicate risk, which he proposed the Council 
consider adopting. 
 
The Strategic Director (Internal Services) advised Board Members that the 
Council linked its SRR with the objectives set out in its Corporate Plan and 
used a 9 (nine) square risk model, as this was considered easier to 
comprehend than the 16 square version. The Council were entitled to use a 
different risk model to Sevenoaks under the Shared IA Service, with the 
agreement of the IA Manager. However, she undertook to consider adopting 
the 16 square risk model used by Sevenoaks and report back to the Board 
with her findings. It was also agreed that a curser arrow be added to the 
existing 9 square risk model for each objective, to indicate whether risk had 
increased or decreased for each objective, since the previous update to the 
Board. 
 
The Cabinet Portfolio Holder for Finance asked how the senior Management 
Team reviewed the SRR in particular; once a risk target had been set for an 
objective who decided that any residual level of risk was acceptable, how was 
improvement of a risk target agreed, and if that process was documented. 
 
The Strategic Director (Internal Services) advised the Board that all service 
managers had been asked to comment on the impact of Brexit and COVID-19 
on their individual service areas, as part of the overall process of updating the 
Council’s SSR. That process included setting risk targets/ratings, 
consideration of residual risk and presentation of the updated SRR to the 
senior Management Team for consideration, and to decide whether identified 
residual risk could be accepted, or further investigation was required. The risk 
process was documented by individual service managers and their findings 
feed into the final updated SRR document. Individual service managers acted 
as their own risk officers, with the SD (IS) acting as a central point of 
reference, the Council did not have a designated Risk Officer.  
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The Member for Newtown (attending as a Substitute) noted that HS1 – 
‘Affordable Housing not Delivered’ and HS4 – ‘Increase in Homelessness’ 
were the only corporate objectives that had been given a negative (red) target 
risk rating. 
 
The Strategic Director (Internal Services) explained that attaining both 
strategic objectives were outside the direct control of the Council, and 
therefore represented particularly high risks going forward, and had been 
awarded red target risk ratings accordingly. However, she assured Board 
Members that Officers continued to take all appropriate steps to try to mitigate 
the risks which were within their control.   
 
  RESOLVED: 
 

1. That Members approve the Strategic Risk Register (SRR) as set out in 
Appendix A to the report; 

2. That Officers note the Chairman’s request that arrows, indicating the 
direction of travel for each Risk, be added to the next update of the 
SRR; 

3. That Officers consider adopting the Sevenoaks 16 square risk 
assessment model for measuring risk. 

 
70. SELECTIVE INVOICE CHECKS  

 
Following the last virtual meeting of the Audit Board in October 2020, the 
Chairman had again selected a further five creditor payments for checking by 
Internal Audit.  
 
The standard report from the Internal Audit Manager (IAM) summarised the 
outcome of that exercise for Board Members, and recoded that three (3) of 
the spending decisions had been made appropriately and in compliance with 
Council procedures, but that two of the procurements whilst justified, had not 
been fully in compliance with Contract Standing Orders [report para 5.1 and 
5.3 refer] and that the relevant service managers had been advised of the 
appropriate action to take for future procurements. 
 
The IAM also advised Members that the proposed guidance to all Council 
managers and account holders, to raise awareness of the selective invoice 
check process, and to publicise emergent themes and findings [report para 
4.2 refers], would now issue in February 2021 once the relevant Officer, 
currently on COVID-19 Hub duties, resumed her full IA portfolio. 
 
The Chairman advised that, for the same staffing reasons, he had also agreed 
with the IAM (prior to the meeting), that the Board would not receive a 
Selective Invoice Checks report at the March Board, but hoped to resume the 
process in time for the July 2021 Board. 
 
  RESOLVED: 
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1. That Members note the contents of the report. 

 
 
 

The meeting closed at 5.42 pm 
 
  

 
 

Councillor D A Hammock 
CHAIRMAN 
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REPORTS FROM THE EXTERNAL AUDITOR MARCH 2021  
 

 
1.      Summary 

 
1.1. The External Auditor has submitted the Audit Plan 2020/21.  

 
2. RECOMMENDATION 

 
2.1. That the Audit Plan 2020/21 for the audit of the Council’s Statement of 

Accounts, at Appendix A to the report, be noted. 

 
3. Background and Discussion 

 
3.1 The Accounts and Audit (Amendment) Regulations 2021 extend the accounts’ 

audit deadline for two years (2020/21 and 2021/22) so that the publication date 
of the audited accounts for local authorities is substituted from 31 July to 30 
September.  
 

3.2 In this context, the Audit Plan for 2020/21 at Appendix A to the report explains 
the process and timescales for the audit of the Council’s Statement of Accounts.  
 

3.3 A member of the Grant Thornton Team will present the reports to the Board.  
 
 
4. Relationship to the Corporate Plan 
 
 Not applicable 

 
5. Financial, legal, staffing and other administrative implications and risk 

assessments 
 
 

Financial Implications As per the report 

Legal Implications None 

Staffing Implications None 

Administrative Implications None 

Risk Assessment None 

 
 
6. Appendices 
 

Appendix A – Grant Thornton – The Audit Plan for Dartford Borough Council 
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MD2  

BACKGROUND PAPERS 
 
Documents 
consulted 
 
 

Date File Ref Report  
Author 

Section and 
Directorate 

Exempt 
Information 
Category 

   Tim Sams 
343148 

Internal 
Services/ 
Financial 
Services 

N/A 
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EXTERNAL QUALITY ASSESSMENT 

 

 
1. Summary 

 

1.1  This report presents the outcomes of the recent External Quality Assessment of 
the Internal Audit Partnership.  

2. RECOMMENDATION(S) 
 
2.1  To consider and note the contents of the report and accompanying Appendix.  

 
3. Background and Discussion 
 

3.1. The Public Sector Internal Audit Standards (PSIAS) require the 
Partnership to undertake an External Quality Assessment (EQA) every 
five years. The purpose of the EQA is to review compliance with the 
Standards whilst also considering the effectiveness of the service as a 
whole.  
 

3.2. At the meeting in July 2020, Audit Board were advised of the intention to 
competitively procure a supplier to undertake this work in the form of a 
validated self-assessment. In October 2020, Audit Board were advised 
that this work had been awarded to the Institute of Internal Auditors (the 
IIA). The work has now been completed and the final report is attached 
at Appendix A. 
 

3.3. Prior to the EQA, the Internal Audit Team undertook their own full self-
assessment; the EQA conclusions largely aligned with those of the team. 
The assessor confirmed that the current focus of the Partnership is on 
improving quality of audit work and endorsed the desired direction of 
travel together with the achievements to date and actions in progress to 
accomplish this. However, it is recognised that there are opportunities to 
increase the efficiency of audit work, improving adherence to budget and 
time scales, whilst also continuing to develop quality of work.  

 
3.4. The assessor identified an additional area for development around the 

need to strengthen assurances provided by Internal Audit over ethical 
and information technology governance. The assessor also considered 
that in-house skills available to undertake computer audits need to be 
enhanced. 

3.5. The assessor concluded that currently, Internal Audit are ‘partially’ 
conformant with Standards and the team agree with this conclusion. The 
team have accepted all eight recommendations and a brief summary of 
the actions to be taken in response is included within the report. 
Progress against these actions will be reported to this Board until the 
actions are considered closed.  
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4. Relationship to the Corporate Plan 
 
Not applicable.  
 
5. Financial, legal, staffing and other implications and risk assessments 
 

Financial Implications 
The cost of the EQA will be funded from the 
existing Partnership budget.  

Legal Implications 

 

 

 

 

 

 

The Accounts and Audit Regulations 2015 
stipulate that the Council must operate in 
compliance with Public Sector Internal Audit 
Standards. The EQA is a requirement of these 
Standards. 

The decisions recommended through this paper 
have a remote or low relevance to the 
substance of the Equality Act. There is no 
perceived impact on end users.  

Staffing Implications None 

Administrative 
Implications 

None  

Risk Assessment No uncertainties and/or constraints 

 
 

  
6. Details of Exempt Information Category 
 
 Not applicable 
 
  

7. Appendices 
 

Appendix A – External Quality Assessment 
 
 
 

BACKGROUND PAPERS 
 

Documents consulted Date / 
File Ref 

Report Author Section and 
Directorate 

Exempt 
Information 
Category 

 
Audit Board 22 July 2020 - 
EQA Procurement 

22.07.20 Fran Chivers 
(01322) 343004 

Internal 
Audit 

N/A 

 

Page 32Agenda Item 7

http://committeedmz.dartford.gov.uk/documents/s68422/Item%2012%20FINAL%20Covering%20Report%20-%20External%20Quality%20Assessment.pdf
http://committeedmz.dartford.gov.uk/documents/s68422/Item%2012%20FINAL%20Covering%20Report%20-%20External%20Quality%20Assessment.pdf


 

 

External Quality Assessment (EQA) 

Report for: 
 

 

Prepared by John Chesshire  

approved reviewer for  

The Chartered Institute of Internal Auditors 

11 January 2021 
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3  |  External Quality Assessment 

1.1 Background and Scope 

The Dartford and Sevenoaks Internal Audit Partnership’s Internal 
Audit function comprises an inhouse team of seven, supported by 
co-sourcing arrangements with the professional services company, 
Mazars.  

The Audit Manager (CAE) reports functionally to the Audit Board at 
Dartford Borough Council (DBC) and the Audit Committee at 
Sevenoaks District Council (SDC). The Audit Manager is line 
managed by SDC’s S151 Officer.  

Two experienced Lead Auditors assist the Audit Manager. Team 
members include two long-serving Auditors, a Trainee Auditor and 
an Audit Administrator at the time of this review.  

The Dartford and Sevenoaks Internal Audit Partnership previously 
had an external quality assessment (EQA) in 2015, undertaken by 
PWC. We are delighted that the Dartford and Sevenoaks Internal 
Audit Partnership have commissioned us to undertake this current 
EQA.  

Our review included a thorough validation of the Dartford and 
Sevenoaks Internal Audit Partnership’s own self-assessment, 
several interviews with key stakeholders, as well as a survey sent 
to a further 37 managers across both organisations. We received 
24 survey responses, a rate of 65%. Our overall conclusions 
differed only very slightly to the team’s self-assessment. 

Given the pandemic, we conducted this EQA remotely. 

1.2 Key Achievements 

The Dartford and Sevenoaks Internal Audit Partnership continues a 
change journey initiated a few years ago. This has included a 

restructuring in 2019-20, staff turnover and the arrival of the Audit 
Manager and two Lead Auditors at intervals over the last twelve 
months. While the new management team continue to bed in, they 
are taking firm steps to establish a professional internal audit 
service, one that is becoming significantly more valued by the key 
stakeholders we spoke to during this EQA review. 

The governance framework over the team is mature, with 
established Audit Board and Audit Committee oversight, regular 
meetings, reporting and performance monitoring. The pandemic 
has hampered relationship-building with key stakeholders, but 
engagement is increasingly effective.  

The Dartford and Sevenoaks Internal Audit Partnership undertake 
a range of diverse assurance and consulting engagements. Key 
stakeholders particularly praised the team’s recent, timely, 
professional and insightful work on organisational responses to 
COVID-19. Mazars supplies more specialist, technical IT audits 
and these have also been well-received. 

We also received positive responses to our questions about the 
team and its services from the key stakeholders we interviewed. 
Individuals particularly welcomed the greater professionalism, 
gravitas, communications, experience and energy of the new Audit 
Manager and Lead Auditors. Key stakeholders felt confidence in 
their abilities, skills and reporting. Our survey results were also 
predominantly favourable. Individual comments were supportive of 
the refreshed team, with relatively few areas for improvement 
expressed.  

The Audit Manager places high - and appropriate - emphasis on 
ensuring the reliability and quality of internal audit work. 

1    Executive Summary 
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The Dartford and Sevenoaks Internal Audit Partnership develop 
and deliver an annual risk-based audit plan. Key stakeholders felt 
engaged in the design of this. The Partnership document progress 
and the Audit Manager reports this at regular Audit Board and 
Audit Committee meetings. Internal audit delivery has continued 
throughout the pandemic, particularly at SDC. 

The Audit Manager actively monitors performance, reviews 
success against KPIs, and has implemented appropriate 
engagement-level quality assurance checks, enabled through their 
TeamMate Audit Management Software application.  

We believe that the supporting operational, engagement-level 
procedures, documentation and associated templates are broadly 
fit for purpose. The Dartford and Sevenoaks Internal Audit 
Partnership have detailed these in a variety of key documents.  

1.3 EQA Assessment Conclusion 

The Dartford and Sevenoaks Internal Audit Partnership conforms 
with the majority of the Standards, as well as the Definition, Core 
Principles and the Code of Ethics, which form the mandatory 
elements of the Public Sector Internal Audit Standards (PSIAS) 
and the Institute of Internal Auditors’ International Professional 
Practices Framework (IPPF), the globally recognised standard of 
quality in Internal Auditing.  

To summarise, we are pleased to report that the Dartford and 
Sevenoaks Internal Audit Partnership are good in their: 

• Reflection of the Standards  

• Quality Assurance and Improvement Programme 

We believe that the Dartford and Sevenoaks Internal Audit 
Partnership are satisfactory in their:  

• Focus on performance, risk and adding value  

Finally, we consider that the Dartford and Sevenoaks Internal Audit 
Partnership needs improvement in their:  

• Coordinating and maximising assurance  

• Operating with efficiency 

The need to consider how best to rely on and coordinate with other 
assurance providers remains an emerging area of internal audit, 
and assurance practice. It depends as much on the nature and 
effectiveness of the other assurance providers as it does on 
internal audit. The Dartford and Sevenoaks Internal Audit 
Partnership were considering their approach to assurance mapping 
at the time of this EQA review. We support this. 

The Audit Manager, Lead Auditors and several key stakeholders 
recognise that all team members must deliver a greater volume of 
high-quality, insightful work to add real value and deliver the 
professional service they wish as efficiently as possible. This does 
not happen consistently enough at the present time. 

In addition to the conformance recommendations, there is scope 
for improvement in several other areas as summarised in Section 
3.3 below. We regard these as mainly ‘housekeeping’ rather than 
significant points of concern. 

It will be appropriate for the function to say in reports and other 
literature, once it has addressed the issues raised, that it “conforms 
to the IIA’s professional standards”. 
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1.4 Conformance Opinion 

The mandatory elements of the IPPF include the Definition of Internal Auditing, Code of Ethics, Core Principles and International 
Standards. There are 64 fundamental principles to achieve with 118 points of recommended practice. We assess against the principles. 

It is our view that the Dartford and Sevenoaks Internal Audit Partnership conforms to 51 of these principles, with partial conformance on 
seven principles and one ‘does not conform’ assessment. We have marked five principles as ‘not relevant’ as they do not apply to 
inhouse internal audit teams, or relate to situations that have not occurred to date. 

Overall, we believe this reflects a partial level of conformance with the PSIAS and IPPF given the related standards and identified 
issues. 

This represents a reasonable level of achievement given the challenges of recent years, and one that mirrors what we have seen with a 
number of public and private sector organisations we have reviewed. However, there are some clear areas for improvement and we are 
pleased to report that the Audit Manager has already identified many of these.  

We summarise this in the table below: 

Summary of Conformance Standards 
Generally 
Conforms 

Partially 
Conforms 

Does not 
conform 

Not 
relevant 

Total 

Definition of IA and Code of Ethics Rules of conduct 12    12 

Purpose 1000 - 1130 8    8 

Proficiency and Due Professional Care 
(People) 

1200 - 1230 3 1   4 

Quality Assurance and Improvement 
Programme 

1300 - 1322 5   2 7 

Managing the Internal Audit Activity 2000 - 2130 9 1 1 1 12 

Performance and Delivery 2200 - 2600 14 5  2 21 

Total  51 7 1 5 64 
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2.1 Area for improvement - Standard 1220 

Attribute Standard 1220 states that, “Internal auditors must apply the care and skill expected of a reasonably prudent and competent 
internal auditor. Due professional care does not imply infallibility.” 

We agree with the Audit Manager’s ‘partially conforms’ opinion here. The Chartered IIA’s Risk in Focus 2021 Survey has once again 
identified cyber risk as the number one risk facing organisations at the present time. Mazars has delivered technical ICT auditing under 
contract to date. Given the prevalence and criticality of ICT to every organisation, the Audit Manager should consider how best to develop 
greater inhouse ICT audit capability, knowledge and understanding, thereby (gradually) reducing reliance on the external provider. The 
Audit Manager has already recognised the need to enhance the use of data analytics across the team. They will also review and update 
the Audit Manual to explicitly reinforce key unit practices and to enhance conformance with these. We support these initiatives to enhance 
the team’s due professional care. 

Recommendation Response & action date 

1 The Audit Manager should develop a Data Analytics and 
ICT audit strategy, to encourage the upskilling of team 
members and the greater, more systematic employment of 
data analytics to enhance the reliability of assurance over 
the increasing volumes of data, information and associated 
systems. This could form one key element of the planned 
Audit Strategy. 

Agreed. The draft Strategy will be prepared by September 
2021(including identification of potential costs) and shared with the 
s151 officers for agreement of any additional funds required, 
specifically for training. ‘Continual’ assurance using analysis of data 
will be trialled as part of the 2020/21 Plans.  

2 The Audit Manager should review and update the Dartford 
and Sevenoaks Internal Audit Partnership’s Audit Manual, 
adding in further detail, where necessary, to set and 
demonstrate team expectations more explicitly.  

Agreed. The manual will be updated by September 2021. 
Responsibility has been allocated to a team member to then 
maintain up to date.  

 

2.2 Area for improvement - Standard 2050 

Performance Standard 2050 states that, “The chief audit executive should share information, coordinate activities and consider relying 
upon the work of other internal and external assurance and consulting service providers to ensure proper coverage and minimise 
duplication of efforts.” 

2 Feedback and Recommendations 
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We agree with the Audit Manager’s ‘does not conform’ opinion here. The internal audit team does not formally coordinate its work with 
other assurance providers and does not routinely place reliance on the work of internal bodies at the present time. The Audit Manager is 
keen to develop an effective approach to assurance mapping during 2021. We support this. 

Recommendation Response & action date 

3 The Audit Manager should continue to develop a robust, 
reliable and value-adding approach to assurance mapping 
and reliance, to enhance team efficiency and effectiveness. 

Agreed. Early discussions are taking place with managers as part of 
the 2021/22 planning process and specific pieces of assurance 
mapping (for example in IT) will form part of the 2021/22 IA Plans. A 
basis for reliance will be developed.  

 

2.3 Area for improvement - Standard 2110 

Performance Standard 2110.A1 states that, “The internal audit activity must evaluate the design, implementation, and effectiveness of the 
organisation’s ethics-related objectives, programmes, and activities”. Performance Standard 2110.A2 states that, “The internal audit 
activity must assess whether the information technology governance of the organisation supports the organisations strategies and 
objectives”. 

The internal audit team have not undertaken explicit engagements evaluating the design, implementation, and effectiveness of the 
organisations’ ethics-related objectives, programmes, and activities, or of IT governance. 

Recommendation Response & action date 

4 The Audit Manager should consider how best to cover 
emerging areas of stakeholder required assurance through 
potential audits of culture and ethics, as well as IT 
Governance, in future periodic plans. 

Agreed. This will be considered as part of the 2021/22 planning 
process and more specific audits will be on the Plans from April 
2021. It will then be considered as part of all future periodic 
planning processes.  

 
2.4 Area for improvement - Standard 2300 et al 

Performance Standard 2300 states that, “Internal auditors must identify, analyse, evaluate, and document sufficient information to achieve 
the engagement’s objectives”. 

We accept the Audit Manager’s ‘partially conforms’ opinion here and our file reviews confirmed that there are inconsistencies in the quality 
of the recorded internal audit work, its effectiveness and evidential completeness. Given the (small) size of the Dartford and Sevenoaks 
Internal Audit Partnership, we believe that every team member must focus on delivering high quality, insightful, evidence-based internal 
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audit work to agreed time, cost and quality criteria. This work must be consistently recorded in TeamMate, in line with the agreed audit 
methodology, and be of sufficient quality to ensure appropriate review and consistent conformance with the PSIAS. We support the Audit 
Manager’s ongoing efforts to improve this and to actively manage the performance and delivery of each team member. 

Recommendation Response & action date 

5 The Audit Manager must continue to enhance the 
Partnership’s engagement and delivery practices, thereby 
ensuring the delivery of professional and reliable 
assurance, impactful reporting, added value and insight. 

Agreed. There are several specific actions that sit below this 
recommendation including skills gap analysis, training, objective 
setting, reflective practices as part of the QAIP, performance 
monitoring and identification of individual support needs. I expect to 
be able to demonstrate improvement over the course of the 
2021/22 financial year. 

6 The internal audit team’s retention schedule should be 
reviewed and updated. 

Agreed. This will be completed by 31 May 2021.  

 

2.5 Area for improvement - Standard 2420 

Performance Standard 2420 states that, “Communications must be accurate, objective, clear, concise, constructive, complete, and timely”. 

We agree with the Audit Manager’s ‘partially conforms’ opinion here and concur that there are inconsistencies in the quality and timeliness 
of internal audit reporting. For too many engagements, the elapsed time from start to finish is particularly lengthy and team members have 
considerably exceeded their agreed time budgets. As a result, the Partnership is not as efficient and effective as it needs to be. We 
support the Audit Manager’s ongoing efforts to improve this and to actively manage the performance and delivery of team members. 

Recommendation Response & action date 

7 The Audit Manager should enhance the quality and 
timeliness of internal audit communications and reporting, 
while reducing the elapsed time on internal audit 
engagements. 

Agreed. This is linked to the actions in 5 above and improvement 
should be demonstrated during 2021/22. In addition, meaningful 
KPIs will be developed, assurance levels will be amended and I will 
incorporate suggestions set out in Opportunities C and F.  
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2.6 Area for improvement - Standard 2450 

Performance Standard 2450 states that, “When an overall opinion is issued, it must take into account the strategies, objectives, and risks 
of the organisation; and the expectations of senior management, the board and other stakeholders. The overall opinion must be supported 
by sufficient, reliable, relevant and useful information.” 

We agree with the Audit Manager’s ‘partially conforms’ opinion here and concur that the Annual Audit Opinion approach, template and 
narrative should be reviewed and updated to help add greater insight and value to key stakeholders. 

Recommendation Response & action date 

8 The Audit Manager should review and update the approach 
to delivering the Annual Audit Opinion and associated 
reporting. 

Agreed. I will amend the approach for the July 2021 Annual 
Opinions. 
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The Chartered Institute regards conformance to the IPPF as the foundation for effective internal audit practice. However, our EQA 
reviews also seeks feedback from key stakeholders and we benchmark each function against the diversity of professional practice seen 
on our EQA reviews and other interviews with heads of internal audit, summarised in an internal audit maturity matrix. 

We then interpret our findings into suggestions for further development based upon the wide range of guidance published by the 
Chartered Institute of Internal Auditors.  

It is our aim to offer advice and a degree of challenge to help internal audit activities continue their journey towards best practice and 
excellence. 

In the following pages we present this advice in three formats: 

• A SWOT analysis to recognise the accomplishments of the team and to highlight potential threats and opportunities for development. 
(See 3.1) 

• A matrix describing the key criteria of effective internal audit, highlighting the level the Dartford and Sevenoaks Internal Audit 
Partnership has achieved and the potential for further development, recognising that effective internal audit goes further than purely 
conformance with internal auditing standards. (See 3.2) 

• A series of improvement opportunities and suggestions which the internal audit team could use as a basis for an action plan. (See 
3.3) 

 

  

3 Supporting Continuous Improvement 
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3.1 SWOT Analysis 

What works well  
(Strengths) 

What could be done better  
(Weaknesses) 

The Audit Manager and Lead Auditors are experienced, work well 
together and key stakeholders increasingly respect - and have 
confidence - in their insight and capabilities 

Key stakeholders have particularly valued recent internal audit 
work on organisational responses to COVID-19 and cyber security 

The recently drafted Quality Assurance and Improvement 
Programme is clear, concise and effective 

Our stakeholder survey responses highlight strengths in team 
independence and objectivity, professionalism, communications 
and management 

 

In-house ICT internal audit, data analytics capability and expertise 
is limited; although this is procured from Mazars, the team should 
seek to develop further skills in these areas 

Assurance mapping, coordination and reliance - where 
appropriate - should be progressed 

Too many internal audit engagements exceed their budgeted days 
and exceed their delivery target dates. This must be addressed 

More uniform use of the TeamMate Audit Management Software 
and more consistent compliance with the agreed internal audit 
processes would free up management time for undertaking 
greater value-adding assurance and advisory activity 
 

What could deliver further value  
(Opportunities) 

What could stand in your way  
(Threats) 

A move to six monthly or quarterly periodic planning may 
encourage more agility and relevance in reviewing emerging risks 

An overarching Audit Strategy, with consideration of data analytics 
and ICT auditing, integrated with the results of the QAIP and team 
development needs, could usefully drive Partnership improvement 
priorities over the next three years 

The Annual Audit Opinion Report could deliver more insight, while 
engagement-level templates, such as the Audit Brief and Audit 
Report, could be reviewed, streamlined and updated 

Loss of key staff, most obviously the Audit Manager and/or Lead 
Auditors could threaten service resilience and delivery 

Inefficient audit engagement delivery could prevent the 
Partnership from truly becoming the critical friend of choice and 
delivering objective, impactful assurance and advice on the 
subjects that really matter to key stakeholders 

Further pandemic-generated disruption could impact service 
delivery and threaten the Audit Manager’s ability to deliver an 
annual opinion 
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3.2 Internal Audit Maturity Matrix  

Assessment IIA Standards 
Focus on performance, risk 
and adding value. 

Coordination and maximising 
assurance 

Operating with efficiency  
Quality Assurance and 
Improvement Programme 

Excellent 

Outstanding reflection of the IIA 
Standards, in terms of logic, 
flow and spirit. Generally 
Conforms in all areas. 

IA alignment to the 
organisation’s objectives risks 
and change. IA has a high 
profile, is listened to and is 
respected for its assessment, 
advice and insight. 

IA is fully independent and is 
recognised by all as a 3rd line. 
The work of assurance 
providers is coordinated with IA 
reviewing reliability of. 

Assignments are project 
managed to time and budget 
using tools/techniques for 
delivery. IA reports are clear, 
concise and produced 
promptly. 

Ongoing efforts by IA team to 
enhance quality through 
continuous improvement. 
QA&IP plan is shared with and 
approved by AC. 

Good 
The IIA Standards are fully 
integrated into the methodology 
– mainly Generally Conforms. 

Clear links between IA 
engagement objectives to risks 
and critical success factors with 
some acknowledgement of the 
value-added dimension. 

Coordination is planned at a 
high level around key risks. IA 
has established formal 
relationships with regular 
review of reliability. 

Audit engagements are 
controlled and reviewed while 
in progress. Reporting is 
refined regularly linking 
opinions to key risks. 

Quality is regarded highly, 
includes lessons learnt, 
scorecard measures and 
customer feedback with results 
shared with the AC. 

Satisfactory 

Most of the IIA Standards are 
found in the methodology with 
scope to increase conformance 
from Partially to Generally 
Conform in some areas. 

Methodology requires the 
purpose of IA engagements to 
be linked to objectives and 
risks. IA provides advice and is 
involved in change, but criteria 
and role require clarity. 

The 3 lines model is regarded 
as important. Planning of 
coordination is active and IA 
has developed better working 
relationships with some review 
of reliability. 

Methodology recognises the 
need to manage engagement 
efficiency and timeliness, but 
further consistency is needed. 
Reports are informative and 
valued. 

Clear evidence of timely QA in 
assignments with learning 
points and coaching. Customer 
feedback is evident. Wider 
QA&IP may need formalising. 

Needs 
improvement 

Gaps in the methodology with a 
combination of Non-
conformances and Partial 
Conformances to the IIA 
Standards. 

Some connections to the 
organisation’s objectives and 
risks but IA engagements are 
mainly cyclical and prone to 
change at management 
request. 

The need to coordinate 
assurance is recognised but 
progress is slow. Some 
informal coordination occurs 
but reviewing reliability may be 
resisted. 

Multiple guides that are slightly 
out of date but form a 
consistent and coherent whole. 
Engagements go beyond 
deadline and a number are 
deferred. 

Q control not consistently 
embedded across the function. 
QA is limited / late or does not 
address root causes. 

Poor 
No reference to the IIA 
Standards with significant 
levels of non-conformance.  

No relationship between IA 
engagements and the 
organisation’s objectives, risks 
and performance. Many audits 
are ad hoc. 

IA performs its role in an 
isolated way. There is a feeling 
of audit overload with confusion 
about what various auditors do. 

Lack of a defined methodology 
with inconsistent results. 
Reports are usually late with 
little perceived value. 

No evidence of ownership of 
quality by the IA team. 
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3.3 Improvement Opportunities 

This section of the report details additional feedback and 
observations which, if addressed, could strengthen the impact of 
Internal Audit. These observations are not conformance points but 
support Internal Audit’s ongoing development. 

These suggestions do not require a response; they will not form 
part of any subsequent follow up if undertaken.  

 

Opportunity A 

Internal Audit Charters - We support the Audit Manager’s intention 
to review and update the Internal Audit Charters. 
 
Suggestion: We believe that any update should explicitly set out 
the nature and scope of internal audit’s whistleblowing role and 
responsibilities, as well as briefly referencing the Nolan Principles. 
Once finalised, the Audit Manager should seek and obtain 
appropriate approval for the revised Internal Audit Charters from 
the Audit Board and Audit Committee. 

 

Opportunity B 

Audit Strategy - We support the Audit Manager’s intention to 
develop an Audit Strategy for the Partnership. 

Suggestion: We believe that an overarching Audit Strategy, with 
consideration of data analytics and ICT auditing, integrated with 
the results of the QAIP and team development needs, could 
usefully drive Partnership improvement priorities over the short, 
medium and long term.   

Furthermore, the Audit Manager could usefully commission further 
external assessments more frequently than the minimum of ‘once 
every five years’, in line with best practice. This will help reinforce 
the importance of a culture of continuous improvement in the 
Partnership, its activities and in its outlook as well as providing a 
timelier review of progress following this current exercise. 

 

Opportunity C 

Engagement Templates - We support the Audit Manager’s 
intention to review and update key engagement templates, such as 
the Audit Brief and Audit Report, to better meet stakeholder needs. 

Suggestion: We believe that the current templates contain some 
unnecessary detail and the Audit Manager could usefully 
streamline these to aid busy readers. Many internal audit teams 
are making greater use of colour, graphics, photographs, charts 
and root cause analysis to add greater insight and impact, while 
reducing narrative. Some internal audit teams are also including a 
summary of the number of recommendations and their criticality on 
the coversheet to aid the busy reader. Finally, many internal audit 
teams make greater use of active rather than passive tense, which 
leads to clearer reporting. 

 

Opportunity D 

Periodic Planning - the move to a more flexible and responsive 
periodic planning, engagement allocation and delivery model is 
increasingly appropriate for the current volatile and changing 
environment. 

P
age 45

A
genda Item

 7



  

14  |  External Quality Assessment 

Suggestion: Many internal audit teams have moved to a rolling six 
monthly or quarterly (rather than annual) periodic plan. We believe 
that this helps ensure that new business teams, innovative or 
revised services, emerging areas of risk and changing partner and 
client governance, strategies and delivery models are adequately 
covered in these periodic internal audit plans. This would help 
ensure the team remain insightful, proactive, and future-focused, 
providing professional assurance over new and emerging areas of 
organisational risk.  

 

Opportunity E 

Remote working and the future - what the internal audit working 
environment of the future will look like is unclear. The extent to 
which a mixed economy of office and remote working is here to 
stay is uncertain. Whatever happens, pressure on the team’s key 
stakeholders, managers and staff is likely to increase, available 
time will decrease and this may challenge aspects of the internal 
audit process and the development of effective relationships. 

Suggestion: We believe that the Audit Manager could usefully 
undertake a short, lessons learned review of what has worked well 
over the last nine months, where improvements are required, what 
the key ‘ways of working’ learning points are. They could also 
consider how the Dartford and Sevenoaks Internal Audit 
Partnership approach, ethos and methodology may need to adapt 
to ensure stakeholder buy-in, effective relations, the acceptance of 
the need for internal audit engagements and the timely 
implementation of any ensuing actions, in a changed and 
challenging environment. 

 

Opportunity F 

Elapsed time on internal audit engagements - We have mentioned 
this earlier, but include suggestions for improvement below. There 
is a long, elapsed time from start to finish for many of the 
engagements. We do not believe that there is a single reason for 
this, but the Partnership’s economy, efficiency and effectiveness 
would be improved if elapsed time was reduced. More agile ways 
of working could help reduce this. 

Suggestion: We believe that the Audit Manager could usefully 
revisit the Partnership’s engagement delivery to better assess the 
root causes of delays, and pilot solutions. Potential solutions may 
certainly include employing a more agile ‘site audit’ approach and 
mindset on some engagements, deploying task-based teams on 
specific engagements (rather than solo personnel), closer 
engagement with the audit client to ensure availability for short 
duration intense engagements, or undertaking additional identical 
audits using the same team members across both client 
organisations, to increase pace and efficiency.  
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We have used the following rating scale in this report: 

Overall Audit Grading 

Generally 
Conforms (GC) 

The assessor has concluded that the relevant structures, policies, and procedures of the activity, as well as the 
processes by which they are applied, comply with the requirements of the individual Standard or element of the 
Code of Ethics in all material respects. For the sections and major categories, this means that there is general 
conformance to a majority of the individual Standards or elements of the Code of Ethics, and at least partial 
conformance to the others, within the section/category. There may be significant opportunities for improvement, 
but these must not represent situations where the activity has not implemented the Standards or the Code of 
Ethics, has not applied them effectively, or has not achieved their stated objectives. As indicated above, general 
conformance does not require complete/perfect conformance, the ideal situation, successful practice, etc. 

Partially Conforms 
(PC) 

The assessor has concluded that the activity is making good-faith efforts to comply with the requirements of the 
individual Standard or element of the Code of Ethics, section, or major category, but falls short of achieving 
some major objectives. These will usually represent significant opportunities for improvement in effectively 
applying the Standards or Code of Ethics and/or achieving their objectives. Some deficiencies may be beyond 
the control of the activity and may result in recommendations to senior management or the board of the 
organisation. 

Does Not Conform 
(DNC) 

The assessor has concluded that the activity is not aware of, is not making good-faith efforts to comply with, or 
is failing to achieve many/all of the objectives of the individual Standard or element of the Code of Ethics, 
section, or major category. These deficiencies will usually have a significant negative impact on the activity’s 
effectiveness and its potential to add value to the organisation. They may also represent significant opportunities 
for improvement, including actions by senior management or the board. 

 

Often, the most difficult evaluation is the distinction between general and partial. It is a judgement call keeping in mind the definition of 
general conformance above. The reviewer must determine if basic conformance exists. The existence of opportunities for improvement, 
better alternatives, or other successful practices does not reduce a “generally conforms” rating. 

 

A1 Global IIA Grading Definitions 
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Stakeholder Interviews 

We interviewed the following individuals as part of the review. We also sent stakeholder surveys to 37 senior managers. We received 24 
completed survey responses, a good response rate given the pandemic situation at the time of our review. We have shared the 
anonymised survey results with the Head of Internal Audit. 

 

Stakeholders Title / position  Internal Audit team Title / position 

Nick Chapman Assistant Environmental Health Manager 
(Shared) 

 Francesca Chivers Audit Manager (CAE) 

Peter Dosad Head of Housing (Dartford)  Jo Herrington Lead Auditor 

Martin Goodman Head of Legal and Democratic Services 
(Sevenoaks) 

 Ian Wiltshire Lead Auditor 

Cllr David Hammock Chair of the Audit Board (Dartford)    

Sarah Martin Strategic Director (Internal Services) (Dartford)    

Cllr Philip McGarvey Chair of the Audit Committee (Sevenoaks)    

Pav Ramewal Chief Executive (Sevenoaks)    

Adrian Rowbotham Chief Officer Finance and Trading (Sevenoaks)  

 
Acknowledgement 
 

We would like to thank the Internal Audit team for their time, assistance and support during this review and all those who took part in the 
review for their co-operation together with their open and honest views. 

 

 

 

A2 Interviews A3    Feedback 
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Feedback from stakeholder interviews and surveys 

Working with the business 

“The new team are a breath of fresh air, and although it’s early days - further complicated by COVID-19, I feel that Audit will become even 
more integral to what the services do as time goes forward.” Stakeholder Survey feedback. 

“The internal audit service has changed a lot - it is much more engaging than it was previously.” Stakeholder interview. 

“Friendly approachable people who understand that managers are under extreme time pressures and they work around that as much as 
possible.” Stakeholder Survey feedback. 

“IA are good at building working relationships with managers.” Stakeholder Survey feedback. 

“Working with internal audit was a really positive experience. Every dealing with audit has been robust and fair.” Stakeholder interview.  

“The internal audit service is inefficient - the audits take too long.” Stakeholder interview.  

“They are always very professional and approachable.” Stakeholder Survey feedback. 

Communication 

“The audit reporting process was smooth and I was fully engaged in reviewing the draft report.” Stakeholder interview. 

“The team has had some new good managers and audit staff in the past few years and standards have improved dramatically. The 
processes seem much slicker and more efficient. Communications with me and my staff are really good.” Stakeholder Survey feedback. 

“Fran, Jo and Ian have a really strong customer service ethos - they are winning people over.” Stakeholder interview.  

“Now managers can go to internal audit for advice.” Stakeholder interview. 

Internal audit plans and coverage 

“Good visibility of the internal audit annual plan meant that I knew that the two internal audits were coming.” Stakeholder interview. 

“The time it takes some staff to complete audits is excessive and therefore reduces the benefit of the audit as too much time has passed. 
This is both the number of days spent on an audit and the time from start to finish.” Stakeholder Survey feedback. 

“I felt fully consulted on the audit timescales and scope.” Stakeholder interview. 
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“Audits are now branching out into areas which could bring real value to the organisation and affect key issues such as customer service 
and value for money.” Stakeholder Survey feedback. 

Value 

“I have found internal audit really invaluable to help us improve our service delivery.” Stakeholder Survey feedback. 

“The work on COVID-19 has been at a different level to what we have seen previously - it was excellent and added real value.” 
Stakeholder interview. 

“Overall, my experience with the internal audit team has been extremely positive and I have appreciated their feedback on the areas they 
have looked at.” Stakeholder Survey feedback. 

“Some staff have worked at SDC/DBC for many years and the audit reports do not always show the benefit of that experience.” 
Stakeholder Survey feedback. 

“Fran has created a level of professional etiquette around the service that I have not seen before.” Stakeholder interview. 

“As a shared service, it would be useful to understand any lessons we can learn from Sevenoaks where they may do something different 
to us and vice versa.” Stakeholder Survey feedback. 

“They have the nucleus of a great team, one with real ambition.” Stakeholder interview. 

“Overall, I think the audit team are doing a fantastic job that is well respected and people welcome the opportunity for service reviews etc. 
so efficiencies can be identified and improvements made.” Stakeholder Survey feedback. 

 Disclaimer: John Chesshire undertook this review in December 2020 and January 2021 on behalf of the Chartered Institute of Internal 
Auditors. This report provides management and the Audit Board at Dartford Borough Council and the Audit Committee at Sevenoaks 
District Council with information about Internal Audit as of that date. Future changes in environmental factors and actions taken to 
address recommendations may have an impact upon the operation of Internal Audit in a manner that this report cannot anticipate.  

Considerable professional judgment is involved in evaluating. Accordingly, it should be recognised that others could draw different 
conclusions. We have not re-performed the work of Internal Audit or aimed to verify their conclusions. This report is provided on the basis 
that it is for your information only and that it will not be quoted or referred to, in whole or part, without the prior written consent of the 
Chartered Institute of Internal Auditors.  

© Chartered Institute of Internal Auditors. 
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AUDIT BOARD 
31 MARCH 2021 

 

INTERNAL AUDIT PLAN & CHARTER 2021/22 

 

 
1. Summary 

 

1.1 Members are asked to approve the proposals for delivery of Internal Audit 
Services in 2021-22, including the Charter, the Plan and the Key Performance 
Indicators. Members are also asked to note the revised set of assurance levels and 
definitions.   

2. RECOMMENDATIONS 
 
2.1  Approve the Internal Audit Charter (Appendix A) 

2.2  Approve the Internal Audit Plan 2021-22 (Appendix B) 

2.3  Approve the revised set of Key Performance Indicators (Appendix B) 

2.4    Note the new assurance levels and definitions for 2021-22 (Appendix B) 

 

 
3. Background and Discussion 
 

3.1. This report provides the framework for Internal Audit activity in the 2021-
22 financial year.  

3.2. The Charter is a key governance document that sets out the purpose, 
authority, and responsibility of Internal Audit and provides Internal Audit 
with access to all records, personnel and properties that are deemed 
necessary to enable them to undertake their work. It was last approved 
by Audit Board alongside the 2020-21 Plan in July 2020.  

3.3. Following on from Internal Audit’s mandate as depicted in the Charter, 
the risk-based Plan sets out how audit resources will be deployed 
throughout the year to enable an annual opinion to be provided on 
systems of risk management, governance and control.  Updates on the 
delivery of the plan and findings of internal audit work will be reported 
throughout the year. 

3.4. Audit Board has an oversight role to play in Internal Audit’s performance 
and the Key Performance Indicators (KPIs) reported to Board are one 
means of enabling this role. The KPIs have been revised for 2021-22 in 
conjunction with the outcomes of the External Quality Assessment 
(EQA) so that they are more meaningfully focused on the areas that 
Internal Audit aim to develop.  
 

3.5. The outcome of all assurance pieces of work is a report which contains 
an overall opinion. For 2021/22, Internal Audit will be adopting the levels 
and definitions recommended by CIPFA, provided in Appendix B, which 
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Members are asked to note. These levels and definitions will also be 
used to provide the year-end annual opinion.  
 

4. Relationship to the Corporate Plan 
 
Not applicable.  
 
5. Financial, legal, staffing and other implications and risk assessments 
 

Financial Implications There are no financial implications associated 
with this report. Delivery of the Plan will be met 
from existing budgeted resources. 

Legal Implications 

 

Under the Account and Audit Regulations 2015, 
the Council must deliver Internal Audit services 
in accordance with the Public Sector Internal 
Audit Standards. The production of a risk-based 
Plan and a Charter are two requirements of 
these Standards.  

Staffing Implications None 

Administrative 
Implications 

None  

Risk Assessment No uncertainties and/or constraints 

 
  
6. Details of Exempt Information Category 
 
 Not applicable 
 
 

7. Appendices 
 

Appendix A – Internal Audit Charter 
Appendix B – Internal Audit Plan 2021-22 

 
 

BACKGROUND PAPERS 
 

Documents consulted Date / 
File Ref 

Report Author Section and 
Directorate 

Exempt 
Information 
Category 

 
None     

 

Page 52Agenda Item 8



 

 
 

Internal Audit  

Charter 
 

MARCH 2021 
 

 

                                                                                                                                                                                        

 

 

 

 

 

 

 

 

 

 

Page 53 Agenda Item 8



 

1 
 

 

Internal Audit Charter 

2021/22  

Introduction 

The Public Sector Internal Audit Standards provide a consolidated approach to internal auditing standards across 

the whole of public sector. They are an expansion of international standards by HM Government, adding elements 

specific to the UK public Sector. The ‘Standards’ form part of the wider mandatory (1010) elements of the International 

Professional Practices Framework (IPPF) which is applicable to all UK Local Authorities: 

 

The Standards require Internal Audit to implement and maintain an Internal Audit Charter (1000). The Charter defines 

formally the purpose, authority and responsibility of Internal Audit. 

Mission & Core Principles  

The IPPF’s overarching mandated Mission for internal audit services is: ‘to enhance and protect organisational value 
by providing risk-based and objective assurance, advice and insight.’  The ‘Core principles’ that underpin delivery of 
the IPPF mission require internal audit functions to:  

 Demonstrate integrity;  

 Demonstrate competence & due professional care;  

 Be objective and free from undue influence (independent);  

 Align with the strategies, objectives and risks of the organisation;  

 Be appropriately positioned and adequately resourced;  

 Demonstrate quality and continuous improvement;  

 Communicate effectively;  

 Provide risk-based assurance;  

 Be insightful, proactive, and future-focused; and  

 Promote organisational improvement  

 

 

 

 

Definition of Internal 

Auditing: 

‘An independent, objective assurance 

and consulting activity designed to add 

value and improve an organisation’s 

operations. It helps an organisation 

accomplish its objectives by bringing a 

systematic, disciplined approach to 

evaluate and improve the effectiveness 

of risk management, control and 

governance processes’ 
(PSIAS March 2017) 
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Authority (1000) 

All local authorities must make proper provision for internal audit in line with the Local Audit and Accountability Act 
2014 and the Accounts and Audit Regulations 2015 (regulation 5). The latter requires authorities to:  

“…undertake an effective internal audit to evaluate the effectiveness of its risk management, control and 

governance processes, taking into account public sector internal auditing standards or guidance.” 

Deriving authority from those Regulations and those authorising this Charter, Internal Audit is free to plan and 
undertake any audit work necessary to fulfil its scope (1110.A1) (the scope of the service is covered later in this 
document). To enable full discharge of its duties, Internal Audit: 

 Has a right of direct access to the Chair of the Audit Board and Strategic Directors (1110 PSR & 1111); 

 Has free and unrestricted access to all services, records (including those held electronically), property and 
personnel (Members, officers and third parties including contractors) that it deems necessary in order to 
undertake its work. 

Purpose (1000) 

Internal audit is a vital component to the Council’s effective running, and will provide assurance, advice and insight 
to help protect and enhance the internal control, governance and risk management arrangements. The role of 
internal auditing has a mandatory definition within the Standards, as: 
  
‘an independent, objective assurance and consulting activity designed to add value and improve an organisation’s 

operations. It helps an organisation accomplish its objectives by bringing a systematic, disciplined approach to 

evaluate and improve the effectiveness of risk management, control and governance processes’ 

The service has a wider role to be the Council’s ‘critical friend’, able to confidently challenge current practice, 
champion best practice and support management in improvement. This is achieved through internal audit providing 
assurance and consulting activities.  

Responsibility (1000)  

Responsibility for maintaining an effective system of internal audit within Dartford Borough Council lies with the 
Head of Finance (s151 Officer).  
 
Provision of the internal audit service is through the Dartford and Sevenoaks Internal Audit Partnership, a shared 
service of audit professionals. The role of Chief Audit Executive (CAE) is fulfilled by the Audit Manager, who is 
responsible for managing the internal audit service in accordance with the IPPF and arrangements as set out in this 
Charter.  
 
For the purposes of this Charter the following definitions apply: 

 The Board: Those charged with governance. For Dartford this role is fulfilled by the Audit Board. The Board is 

responsible for approving the Charter and Audit Plan, and has oversight of the external assessment process.   

The Board will receive progress updates including the results of work undertaken and outcomes of the 

Quality Assurance Improvement Programme (defined later in this document). 

 Management: Those responsible for executive leadership and direction. For Dartford this role is fulfilled by 

the Management Team. Management is engaged in approving the Charter, reviews and comments on the 

Audit Plan, and will receive the results of internal audit work as set out in the scope of this Charter.  

The Audit Manager reports functionally to the Audit Board, and, with respect to activities undertaken at Dartford, 

reports administratively to the Head of Finance (s151 Officer).  
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Independence & objectivity (1100) 

Internal Audit will remain free from undue interference in determining the scope and nature of its work and 
communicating its results. The Audit Manager will consider independence and objectivity as part of each audit and 
will confirm independence and objectivity at least annually to the Audit Board.   

Auditors must maintain ‘an unbiased attitude that allows them to perform their engagements in such a manner that 
they believe in their work product and that no quality compromises are made’ (PSIAS March 2017). Maintaining objectivity 
requires auditors to be impartial and to avoid conflicts of interests that may otherwise impact on their professional 
judgement.  

To achieve the degree of independence and objectivity necessary to effectively discharge its responsibilities, 
arrangements are in place to ensure the internal audit activity:  

 Is not authorised to perform executive or operational responsibilities  

 Cannot initiate or approve accounting transactions (outside of administration of the service) 

 Cannot direct the activities of any Council employee (outside of administration of the service) 

 Has the freedom and authority to report in its own name  

 Recognises and addresses potential conflicts of interest through internal audit staff not undertaking an audit 
for at least 1 year in an area where they have had previous operational roles (1130.A1) and through adherence 
to the Council’s declaration of interest processes 

If independence or objectivity is impaired in fact or appearance, the details of the impairment will be disclosed to 

‘Management’ and ‘the Board’.  

Ethical Conduct and Due Professional Care (1200) 

Internal auditors will conduct themselves at all time in accordance with the principles contained in the professional 
Code of Ethics (Competence, Confidentiality, Integrity and Objectivity). They will also behave in accordance with the 
Seven Principles of Public Life (Selflessness, Integrity, Objectivity, Accountability, Openness, Honesty, Leadership) 
and the Employee Code of Conduct.  

Internal auditors will perform work with due professional care, competence and diligence. Internal auditors cannot 
be expected to identify every control weakness or irregularity but their work is designed to enable them to provide 
reasonable assurance regarding the controls examined within the scope of their review.  

Internal auditors have a duty to develop and maintain their professional skills, knowledge and judgement based on 
appropriate training, ability, integrity and objectivity. Internal auditors will appraise themselves of the ‘Mission’, 
‘Core Principles’, ‘Definition of Internal Auditing’, the ‘Code of Ethics’ and the ‘Standards’ and will work in 
accordance with them in the conduct of their duties.  

Internal auditors will be alert to the possibility of intentional wrongdoing, errors and omissions, poor value for 
money, failure to comply with management policy and conflicts of interest. They have a direct, personal 
responsibility to report any suspicions of fraud, corruption or improper conduct to the Audit Manager in accordance 
with agreed procedures.  

Internal auditors will treat the information they receive in carrying out their duties as confidential. There will be no 

unauthorised disclosure of information unless there is a legal or professional requirement (subject to an obligation 

to keep information confidential)to do so. Confidential information gained in the course of internal audit work will 

not be used for personal gain, and will be managed in accordance with data protection and relevant information 

governance policies.  

Scope of Internal Audit Activities 
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Assurance 

Internal Audit work includes tasks that support the annual Audit Opinion. This assurance work covers three areas: 

 Internal Control: The process for assuring achievement of the Council’s objectives in operational 
effectiveness and efficiency, reliable financial reporting and compliance with laws, regulations and policies. It 
incorporates both financial and non-financial systems. 

 Corporate Governance: The system of rules, practices and processes by which the Council is directed and 
controlled. 

 Risk Management: The process of identifying, quantifying and managing the risks that the Council faces in 
attempting to achieve its objectives. 

In addition to those three core areas Internal Audit may, subject to specific arrangements, undertake engagements 
in the areas of non-audit work, counter fraud and operational risk management as detailed in this Charter. 

Internal Audit Plan (2010) 

The Audit Manager produces a Risk Based Internal Audit Plan to determine the priorities of the internal audit 
activity. The plan is developed in consultation with management, taking into account of the Council’s priorities, 
objectives, risk management framework and internal audits own judgement of risks.  
 
 Management Team is consulted on the Risk Based Internal Audit Plan, which details internal audit activities for the 
forthcoming year. The plan is reported to the Audit Board for approval.  

A resource assessment will be conducted each year by the Audit Manager as part of the risk based audit plan to 
ensure that the resources needed to achieve that plan are appropriate, sufficient, and can be effectively deployed 
(2030). The Audit Manager is responsible for delivery of the plan and providing updates of progress throughout the 
year.  
 

Non Audit Work  

Consultancy (1000) 

Internal Audit resource may sometimes be more usefully focused towards providing advice and consultancy rather 
than assurance. Consultancy (such as advice, guidance and training) are activities undertaken by internal audit that 
are intended to add value and improve governance, risk management and control processes. 

As such, the Standards allow for consultancy work to be completed, providing that safeguards are in place to 
manage any potential or perceived impairment to independence and objectivity (1112 PSR). For Dartford non-audit work 
may be commissioned providing that: 

 The nature, objective and scope are defined and agreed 

 Significant requests have been approved by a member of the  Management Team 

 The service has the right skills, experience and available resource, and 

 Internal Audit involvement does not constitute a conflict of interest and will not involve assuming a 
management role 

The Audit Manager is responsible for ensuring all requests are reviewed in accordance with the above criteria before 
making the final decision. With respect to significant requests, defined as those which require the purchase of 
additional resources or amendment to the agreed audit plan, the Audit Manager will seek approval from the Chair of 
the Audit Board.  
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Summaries of consultancy engagements will be communicated to the Board as part of the regular reporting of 
internal audit activities.  

Risk Management  

Internal Audit provides a strategic advisory role for risk management which may include developing the risk 
management strategy with Management Team. This role, along with providing training and advice / coaching are all 
roles that are legitimate internal audit roles as defined by the IIA’s position paper on The Role of Internal Auditing in 
Enterprise-Wide Risk Management. In taking these roles, the following safeguards to independence are in place: 

 Internal separation of duties between the officers co-ordinating risk management and those undertaking 
audits 

 Overall responsibility for the risk management sits withManagement Team and the Audit Board, and risk 
management is reported as a separate function to the internal audit service  

 Resource to provide risk management services is made available and reported in the audit plan, agreed by 
the Audit Board 

 Internal Audit do not set the risk appetite for the Council, or take operational responsibility for risk actions  

 Any review or internal audit of the effectiveness of the risk management process will be undertaken 
independently from outside of the audit partnership. This enables independent assurance to be provided to 
the Board 

Counter Fraud 

 The role of internal audit regarding Counter Fraud is set out in the Counter-Fraud and Corruption Strategy. The 
Audit Manager reviews and updates this Strategy on behalf of the Strategic Director – Internal Services and 
investigates and reports on internal cases of alleged or potential fraud.  The Audit Manager also has overall 
responsibility for the maintenance and operation of the Whistleblowing Policy and for keeping records of allegations 
received and the outcomes. . Such investigations and responsibilities present a potential impairment to 
independence. Should assurance on these activities be required, it will be commissioned from a third party.  The 
outcomes of counter fraud work are communicated to the Strategic Director – Internal Services and the Audit Board 
where appropriate to do so. 

Management Responsibilities  

To be effective, the Internal Audit service requires full co-operation of senior management. In approval of this 
Charter, the Audit Board and the Head of Finance (s151 Officer) direct management to co-operate with the Internal 
Audit service in the delivery of their work. This includes, but is not limited to, engagement in the planning process for 
individual audits, acting as audit sponsors, providing access to appropriate records, personnel and systems, 
responding to draft reports and implementing audit actions in line with agreed timescales. 

Management will also update the Audit Manager of significant proposed changes to processes, systems, 
organisational structure, newly identified significant risks and cases of suspected or detected fraud, corruption or 
impropriety. 

Management will also ensure that the Internal Audit service has sufficient resources to fulfil the Risk Based Internal 
Audit Plan as agreed by the Audit Board.  

 

 
Reporting (2400) 
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The Audit Manager will deliver an annual opinion (2450) a report that can be used by the organisation to inform its 
Annual Governance Statement. The audit opinion will conclude on the overall adequacy and effectiveness of the 
organisation’s framework of internal controls, governance and risk management. The annual report will incorporate 
as a minimum:  

 The scope including the time period covered for the opinion  

 Scope limitations   

 Consideration of all related projects including the reliance on other assurance providers   

 A summary of the information that supports the opinion   

 The risk or control framework or other criteria used as a basis for the overall opinion   

 The overall opinion, judgment or conclusion reached 

 A statement on conformance with the Public Sector Internal Audit Standards, the independence of the 
service, and the results of the Quality Assurance and Improvement Programme.   

Internal audit will communicate the results of audit reviews, consultancy engagements, and updates on the 
performance of the internal audit activity to  Management and the Audit Board.  
 

Quality Assurance and Improvement Programme (1300)  

The Dartford and Sevenoaks Internal Audit Partnership is committed to providing a high quality internal audit service 
that meets the needs of its stakeholders and adds value to both Councils. It aims to support the achievement of 
strategic objectives by providing independent, insightful assurance on risk management, governance and control.  
The QAIP has been designed as a critical tool to deliver this commitment by creating mechanisms to identify and 
implement improvements and to embed a culture of continuous improvement within the team.  The QAIP covers 
periodic internal and external assessments, supervision of engagements, Key Performance Indicators, customer 
feedback questionnaires and auditor self assessments. The full QAIP will be provided to stakeholders on request.  

Review  

The Charter will be reviewed annually and presented to Audit Board for approval alongside the Annual Plan.  

The Audit Manager will disclose any areas of non-conformance (1322) with the Code of Ethics or the Standards, 
including the impacts on the overall scope or operation of the internal audit activity to senior management and the 
Audit Board if identified. 

The Charter is authorised within Dartford Borough Council with the agreement of the Chairman of the Audit Board 
and Head of Finance (s151 Officer).   

Agreed by Audit Board: March 2021 
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Introduction 

1) This paper presents the 2021-22 Internal Audit Plan (Annex 1) and suite of Key Performance Indicators 
(Annex 3) for Members’ approval. It also sets out a new set of assurance levels and definitions (Annex 
2) which Members are asked to note.  

Internal Audit Plan 2021-22 

2) Under the Public Sector Internal Audit Standards (PSIAS), the Chief Audit Executive is required to 
develop a risk-based plan of work in order to ensure both that Internal Audit resources are used to best 
effect and that a robust overall opinion on systems of risk management, governance and control can be 
delivered at the end of the year.   

3) There has been much debate amongst Internal Audit professionals recently over whether an Annual 
Plan is still appropriate in light of the volatility of the external environment. As a result, some audit 
functions have moved to the production of a quarterly or six monthly Plan instead. Members may note 
that this was also one of the opportunities suggested by the External Quality Assessor (provided as a 
separate agenda item).  

4) I have carefully considered this option but, given the current maturity of the Partnership and the other 
areas for development highlighted within the EQA report and our own self-assessment, I believe that 
for this financial year, it will be more appropriate to set out a framework for audit activity that covers 
the whole year. That does not mean however that the Plan as presented in this report is fixed; it will be 
important to continually review and revise the Plan as the year progresses to ensure that it reflects key 
risks and priorities. Any changes will be brought back to a future meeting of this Board for approval.  

5) The main objectives of the Internal Audit Plan are to: 

 Provide sufficient breadth of coverage in order to enable an overarching opinion at the end of the 
year on the overall effectiveness of systems of governance, risk management and internal control  

 Be focused on key risks, and provide assurance on the Council’s management of these  

 Ensure that the organisation is adequately equipped to face future challenges and achieve strategic 
priorities 

 Provide assurance on core systems and key controls 

 Provide advice and consultancy services based on management requests, usually in relation to new 
and developing systems and processes 

6) In order to achieve these objectives, we have followed a detailed risk-based planning process.  This has 

included review of corporate strategies and risk registers, meetings with all Service Managers and 

Directors, discussions with others in the sector at professional forums and consideration of the wider 

environment.  We have taken into account how the significant changes within the internal and external 

environments over the past year may have changed the risk profile of the Council. Across all sectors, 

risks such as information security, financial resilience and staff well-being, for example, have become 

more prominent and all feature within the proposed Plan.   

7) It is important that Members can assure themselves when approving this Plan that there is sufficient 

coverage of key organisational risks. To facilitate this, the Plan in Annex 1 includes links to the Strategic 
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Risk Register where relevant.  Not all audits are linked to specific risks, as, in line with the objectives in 

paragraph 5, some audits are designed to provide assurance on core areas.   

Resources  

8) In developing the Plan, I have to consider whether resources are sufficient to meet the Council’s needs. 
I have calculated the total days available in 2021/22 for productive work to be currently 450 per 
Council. This takes into account all resource, minus allowances for administrative tasks, leave, training 
and sickness. The proposed breakdown of how these 450 days will be used for Dartford is shown in 
Table 1 below:  

 

Table 1 – Internal Audit resource 

Activity Total Projected Days 

Risk Management 12 

Counter Fraud 10 

Member Support / Training / 
Meetings 12 

Follow-Up 15 

Annual Audit Planning 10 

Advisory & Consultancy 50 

Selective Invoice Checks 16 

Total non-audit 123 

Available for audits/projects 327 

Total Days 450 

 

9) As for the 2020/21 financial year, I have divided the overarching Audit Plan into two; Plan ‘A’ audits are 

currently priorities for completion and Plan ‘B’ consists of additional audits are that will be completed if 

resource and budget allows. I have calculated the total indicative days for all Plan ‘A’ audits to be 315, 

based on the projected budgeted days per audit. This is just inside the total available days with a small 

contingency.  

10) In the majority of cases, the decision to place an audit on Plan ‘A’ or ‘B’ was based on our risk 

assessment. However there are some notable exceptions (particularly those in Property) which have 

been placed on Plan ‘B’ due to uncertainty over the timing for implementation of key changes. These 

audits will be re-prioritised later in the year if progress warrants this.  

11) Priorities have been discussed with Management Team. Based on those discussions and review of our 

Plan against the Strategic Risk Register as shown in Annex 1, I believe that the planned coverage is 

currently sufficient to meet the needs of the Council.  

Assurance Levels 

12) For the forthcoming financial year, we will be adopting the new CIPFA recommended set of assurance 

levels and definitions which we will apply to audits in the 2021-22 Plan. We will also use these levels 
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and definitions to provide a graded overall opinion as part of the Annual Report.  This will ensure the 

assurance given as part of the Annual Opinion is more meaningful and defined. It will also be 

comparable across financial years.  The new set of definitions is given in Annex 2.  

Key Performance Indicators 

13) Members of the Audit Board have an important oversight role to play in ensuring the quality of the 

internal audit service. Key Performance Indicators (KPIs) are one mechanism, alongside internal and 

external assessments, that allow Members to review how well the service is performing.  

14) I have reviewed the current Key Performance Indicators and made some changes for 2021/22 to make 

these measures more meaningful. The proposed KPIs are set out in Annex 3; Members are asked to 

approve these as the measurements of performance to be reported. The key changes are as follows:  

 Indicator F1: Rather than report the number of audits completed to budget, we will report the 

percentage of budgeted days taken to complete projects on a cumulative basis. This will allow a 

more nuanced assessment of the materiality and impact of any budget over-runs.  

 Indicator I1: Rather than report on the number of days between draft and final brief, which only 

measure how swiftly clients have commented on the brief, we will report whether the draft brief 

has been issued 10 working days prior to fieldwork. This will allow a more meaningful judgment of 

the effectiveness of project planning processes and engagement with the client.  

 Indicator I2: Rather than report the average days between feedback and draft report, we will report 

the percentage of draft audit reports that have been issued on or before the date specified in the 

final brief. The length of time taken to complete audit fieldwork was highlighted as a key concern in 

the External Quality Assessment and this KPI will allow us to monitor improvements.  

 Indicators now have targets attached so that we can assess the extent to which we are achieving 

desired standards and can put corrective measures in place where these are not being achieved. 

 

Conclusion  

15) This report and the accompanying annexes set out how Internal Audit resources will be deployed over 

the forthcoming year in order to provide assurance on the key organisational risks and priorities. 

Overall, the Plan is sufficiently balanced to cover strategic and operational areas across the Council as a 

whole. The new assurance definitions will bring the Partnership in line with best practice in this regard 

and will provide a suitable framework to assess how risks are being managed. The revised KPIs will also 

give Members more nuanced and robust assurances on the performance of Internal Audit.  

16) Members are therefore asked to approve the Audit Plan and KPIs, and to note the new set of assurance 

definitions.  
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Annex 1 - Audit Plan 2021/22 

AUDIT PLAN A 

 
Service Area Audit Title Links to 

Strategic 
Risk Register  

Type - 
Assurance or 
Consultancy 

Indicative Outline Scope Indicative 
Days 

Authority Wide Business Continuity  CP5, CP11 Assurance To review the adequacy of business continuity 
arrangements and the Council's response to / preparedness 
for a crisis.  

12 

Legal Services Case Management  Assurance To review the controls in place for managing case files and 
issuing legal advice. 

10 

Legal Services / Authority 
Wide 

Freedom of Information / 
Environmental 
Information  

 Assurance Adequacy and effectiveness of controls in place to respond 
to FOI requests in accordance with the FOI Act.  

8 

Private Sector Housing  Private Lettings Scheme HS5, HS7 Assurance Review of the arrangements in place to manage the scheme, 
including Council contracts and liabilities with landlords and 
tenants to ensure value for money.  

10 

Authority Wide Organisational Culture CP5 Assurance The focus of the review will be discussed and agreed with 
the Directors when the new Senior Management Team is in 
place. The audit will also consider the new structure of the 
Council and how this enables the desired culture.  

15 

Authority Wide Assurance Mapping CP7 Assurance It is a requirement of professional standards to map 
available assurances and assess the reliance that can be 
placed on these to avoid duplication. IT and Finance are 
likely to be the focus for this financial year.  

10 

Authority Wide Fraud Risk Assessment CP17  Consultancy Undertake fraud risk assessment for whole organisation in 
conjunction with the Counter Fraud Team. 

12 

Information Technology IT Governance CP7 Assurance Assessment of IT Governance arrangements in the 
organisation including strategy, resource management, risk 
management and delivery of value. 

12 
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Service Area Audit Title Links to 
Strategic 

Risk Register  

Type - 
Assurance or 
Consultancy 

Indicative Outline Scope Indicative 
Days 

Authority Wide Safeguarding 
 

Assurance Review of the adequacy of the safeguarding policy for adults 
and children including arrangements for training and 
communication of the policy to staff and contractors. The 
audit will also consider how effectively safeguarding 
concerns are dealt with in practice.  

10 

Finance Financial Strategies - 
(Treasury Management) 

CP2, CP3, 
CP4 

Assurance A cyclical review of key financial strategies to ensure that 
strategies are in line with legislation and other best practice 
guidance, assumptions are robust and identified savings / 
projects / income are deliverable. For 2021/22 this is likely 
to be a review of the Treasury Management Strategy, 
including management of risk within risk appetite and 
controls in place to ensure compliance with the Strategy.  

10 

Authority Wide Information Security CP14 Assurance Review of the adequacy and effectiveness of information 
security arrangements, including procedures for responding 
to data breaches. The review will consider the security of 
organisational information as well as personal information.  

10 

Human Resources / Authority 
Wide 

Staff Wellbeing CP5 Assurance Adequacy and effectiveness of approaches to wellbeing, 
taking into account increased risks due to months of 
isolation and non-office based working.   

15 

Authority Wide Covid-19 Recovery ER2 Assurance To review the Council's recovery plans and the effectiveness 
of actions to date.  

10 

Enforcement and Regulatory 
Services 

Environmental 
Enforcement 

 
Assurance A review of the organisation's framework, approach and 

delivery of environmental enforcement including 
contractual arrangements, delivery of outcomes, value for 
money, clarity of roles and use of resources.  

12 

Strategic Housing Temporary 
Accommodation  

HS4  Assurance Review of temporary accommodation arrangements, 
including the strategy and approach, purchasing of 
accommodation, and exit strategies.  

12 
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Service Area Audit Title Links to 
Strategic 

Risk Register  

Type - 
Assurance or 
Consultancy 

Indicative Outline Scope Indicative 
Days 

Communications  Consultation  CP1 Assurance Clarity of policy around consultation and the effectiveness 
of consultations carried out.   

10 

Asset Management Asset Management  CP15 Assurance Review of the arrangements in place, including the Strategy, 
to ensure effective management of the Council's assets.  

12 

Environmental Health  Environmental Health  - 
New Service Review 

ER9, SC3, ES4 Assurance Following service restructure, a review to ensure resources 
are sufficient to meet objectives and that controls are 
adequate to ensure an effective service is still in place.   

15 

Authority Wide Covid 19 Response CP13 Assurance This will cover one or two key aspects of the response, for 
example communications with the public, virtual committee 
meetings or monitoring of financial impact. It will not 
consider any aspect of Community Hub operations due to 
conflict of interest.  

10 

Authority Wide Data Protection Act 2018 CP14 Consultancy Include DPA 2018 as part of all relevant audits, provide 
short summary report at end of financial year.  

0 

Finance / Authority Wide Waivers CP18 Assurance Review of waivers to ensure they are granted in accordance 
with Contract Standing Orders and that value for money has 
been considered. 

8 

Information Technology Disaster Recovery CP7 Assurance Adequacy and effectiveness of the disaster recovery 
solution to ensure continuity in event of incident.  

10 

Enforcement and Regulatory 
Services 

Emergency Planning  CP12 Assurance Review of emergency planning arrangements including 
framework, skills and exercising to ensure that the Council 
can effectively discharge its duties under the Civil 
Contingencies Act.  

12 

Housing (Landlord) Planned Maintenance - 
Statutory Compliance  

CP15, CP16 Assurance Review of the Council's compliance with its statutory 
landlord duties. The audit will focus on gas safety, asbestos 
and legionella. 

10 

Major Projects Corporate Project 
Governance - Acacia Hall 

ER1, ER3  Assurance Project governance health check for corporate projects. 
Acacia Hall. Deferred from 2020-21 Plan. 

10 
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Service Area Audit Title Links to 
Strategic 

Risk Register  

Type - 
Assurance or 
Consultancy 

Indicative Outline Scope Indicative 
Days 

Authority Wide Service Planning  CP5 Assurance Robustness of service planning to achieve objectives. 10 

Planning Community Infrastructure 
Levy 

 Assurance Review to consider CIL funding statement and management 
of CIL funds. 

12 

Revenues and Benefits Council Tax & 
Enforcement 

 Assurance & 
Consultancy  

Review of current controls for processing council tax 
including single person discount and changes of 
circumstances. We will also look at recovery of monies and 
review the current approach to enforcement.  

20 

Finance / Authority Wide IR35 CP18 Assurance Review of the controls in place to ensure that the Council 
meets its obligations under IR35 legislation.  

8 

 

AUDIT PLAN B 

Service Area Audit Title Links to 
Strategic 

Risk Register 

Type - 
Assurance or 
Consultancy 

Indicative Outline Scope Indicative 
Days 

Revenues and Benefits CTRS   Assurance Review of new bandings, to ensure they have been 
introduced in accordance with the approved scheme and 
correct CTRS has been awarded. 

 NA 

Revenues and Benefits Discretionary Powers   Assurance To establish the Council’s powers in relation to discretionary 
awards and how the Council has used this power. Review of 
case management and ensuring the correct approvals have 
been sought and given. 

 NA 

Information Governance Corporate Complaints  CP5 Assurance To review the effectiveness of controls in place to  
effectively manage and respond to complaints, including 
compliance with agreed policy and procedures.  

 NA 
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Service Area Audit Title Links to 
Strategic 

Risk Register 

Type - 
Assurance or 
Consultancy 

Indicative Outline Scope Indicative 
Days 

Human Resources Workforce Development / 
Talent Management / 
Succession Planning  

 CP5 Assurance A review to provide assurance on how the organisation 
assesses what skills it needs for the future, manages talent, 
identifies key posts and undertakes succession planning. 
Timing of the audit is dependent on the production of the 
HR strategy.  

 NA 

Authority Wide Performance 
Management Framework 

 CP5 Assurance Adequacy of the performance management framework to 
monitor the Council's performance.  

 NA 

Waste and Cleansing Waste Contract  ES3 Consultancy Review to consider options for future service delivery 
models.  

 NA 

Finance Procurement  CP18 Assurance Dependent on changes as a result of EU Exit, a review to 
provide assurance on compliance with new arrangements.  

 NA 

Parking Services Parking Enforcement   ER6 Assurance Review of the Council’s arrangements for new enforcement 
responsibilities.  

 NA 

Human Resources / Authority 
Wide 

Equality and Diversity    Assurance Review of organisation's approach to both staff and external 
customers, including adequacy of arrangements, and how 
well embedded these are in practice. On Plan 'B' due to 
ongoing work within the organisation.  

 NA 

Strategic Housing Private Sector 
Discretionary Assistance 
Policy  

  Assurance Adequacy and effectiveness of new policy. On Plan B 
dependent on uptake of new policy and because should be 
in place for 6 months before audit review.  

 NA 

Asset Management Acquisition and Disposal  CP15 Assurance Review of management of acquisitions and disposals.   NA 

Asset Management Commercial Lease 
Management 

 CP15 Assurance Review of the Council's arrangements in place for managing 
commercial properties. On Plan 'B' as timing depends on 
new arrangements put into place following the 
implementation of the corporate restructure.  

 NA 

Economic Development Town Centre 
Improvement Scheme 

 ER1, ER3 Assurance Review of project management approach.   NA 
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Annex 2  

Definitions of Assurance Levels  

OPINION DEFINITIONS 

Substantial Assurance 

 

 
A sound system of governance, risk management and control exists, 
with internal controls operating effectively and being consistently 
applied to support the achievement of objectives in the area audited. 
 

 

Reasonable Assurance 

 

  
There is a generally sound system of governance, risk management 
and control in place.  
 
Some issues, non-compliance or scope for improvement were 
identified which may put at risk the achievement of objectives in the 
area audited. 
 

 

Limited Assurance 

 
Significant gaps, weaknesses or non-compliance were identified.  
 
Improvement is required to the system of governance, risk 
management and control to effectively manage risks to the 
achievement of objectives in the area audited. 
 

 

No Assurance 

  
Immediate action is required to address fundamental gaps, 
weaknesses or non-compliance identified.  
 
The system of governance, risk management and control is 
inadequate to effectively manage risks to the achievement of 
objectives in the area audited. 
 

 

 

Page 71 Agenda Item 8



12 
 

Annex 3 – Key Performance Indicators for 2021/22 
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AUDIT BOARD 

31 March 2021 
 
INTERNAL AUDIT UPDATE REPORT (March 2021) 
 

1. Summary 
 
1.1. The report provides Members of the Audit Board with an update on Internal 

Audit outcomes and activity since our last report in January 2021.  It also 
presents information to facilitate Members’ oversight of the Internal Audit 
function.  
 

2. RECOMMENDATION 
 
2.1 That Members note the Internal Audit Progress Report and updates (attached 

as Appendix A to the report). 
 

2.2 That Members approve the deferral of the Covid-19 Recovery and the 
Corporate Project Governance audit to the 2021/22 Internal Audit Plan as this 
will be more appropriate timing for these pieces of work.  

 
 
 

 
3. Background and Discussion 
 

3.1 Reporting the outcomes of the Internal Audit service is a requirement 
under the Public Sector Internal Audit Standards (the Standards). As 
those charged with governance of the Service, the Audit Board is 
required through its Terms of Reference to provide oversight of Internal 
Audit’s outcomes and effectiveness. 

3.2 The Audit Board receives regular updates from the Internal Audit 
partnership. Principally the focus on these updates is around the 
progress made to deliver the audit plan, but also to track progress of 
audit actions, and to consider key insights from internal audit activities.  

3.3 The report also provides quality and performance information to allow 
Members oversight of the Internal Audit Service.  

4. Relationship to the Corporate Plan 

4.1 Not directly applicable although all Internal Audit work is designed to 
support the achievement of the Council’s objectives.  

 
 

5. Financial, legal, staffing and other administrative implications and risk 
assessments 
 

Financial Implications The Internal Audit Partnership is responsible for 
the delivery of the audit service. Delivery of the 
Audit Plan is already approved within the 
Council’s budget and so needs no new funding. 
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AUDIT BOARD 

31 March 2021 
 

Legal Implications 
Under the Accounts and Audit Regulations 
2015, the Council must ensure an effective 
system of Internal Audit.  

Staffing Implications Use of Internal Audit resources are set out in 
the report (Appendix A).  

Administrative 
Implications 

There are no direct administrative implications 
associated with this decision.  

Risk Assessment 
The audit plan is risk-based. As such, the 
projects outlined in the plan have been 
prioritised based on the outcomes of each risk 
assessment.  

 
6. Details of Exempt Information Category 

 
7.1 Not applicable 
 

7. Appendices 
 

Appendix A – Internal Audit Update Report (March 2021) 
 

BACKGROUND PAPERS 
 

Documents consulted Date Report Author 
Section & 

Directorate 

Exempt 
Information 
Category 

 

Previous Audit Board reports 
as published on the Council 
website.  
 
Public Sector Internal Audit 
Standards (March 2017) 
 

20/01/21 
 
 

Audit Manager 
01322 343004 

Internal Audit 
Partnership 
 
& 
 
Strategic Director 
(Internal Services) 
 

N/A 
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Internal Audit Update 

Report 

 

March 2021 
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Introduction 

1) Internal Audit is an independent and objective assurance and consulting function. The shared team 
undertake reviews over the course of the year that are designed to evaluate and improve the Council’s 
internal control, governance and risk management processes.  
 

2) This report provides Members with an update on internal audit activity, and, crucially, its outcomes, 
against the Plan that was agreed by Members of this Board in July 2020.  
 

3) It also seeks to enable the Board to discharge its responsibility to provide oversight of the Internal 
Audit Partnership through performance information. This should be considered in conjunction with 
the outcomes of the External Quality Assessment, presented as a separate agenda item.   

 

Internal Audit Progress Update 

Internal Audit Plan 2020/21 

4) Members will recall that the 2020/21 Internal Audit Plan was divided into two; Plan A contains the 
audits that are priorities for completion and Plan B contains additional audits that will be completed 
if resources allow.  
 

5) An overall summary of Internal Audit progress against both Plans as at 5 March 2021 is shown below 
in Annex A. We have continued to make progress against Plan A with eleven pieces of work now fully 
completed and a further six in fieldwork or reporting stages.   

 
6) At the last Audit Board, I reported that some Internal Audit staff had been re-deployed on a part-time 

basis to help with the frontline pandemic response, triaging and actioning incoming contacts from 
vulnerable residents. At the time of writing, the redeployment continues but there are plans in place 
to handover these frontline responsibilities to other teams in the Council by the end of the financial 
year.   

 
7) It continues to be my view that we will still be able to provide an overall opinion on systems of risk 

management, governance and control at the end of the year, despite these redeployments. Whilst 
progress against the Plan has not been as significant as desired, we are already in a much healthier 
position than the equivalent period last year, when only two audits from the Plan had been completed.   
 

Amends to the 2020/21 Plan  

8) Within the Audit Plan report presented in July and subsequent update reports, I did note that the 
Audit Plan may have to be continually revised throughout the year to ensure its continued relevance 
and alignment with organisational need. I am proposing that two audits on the 2020/21 Plan are 
formally deferred until the 2021/22 Internal Audit Plan. These are the Covid-19 Recovery Audit and 
the Corporate Project Governance audit.  The rationale for deferring both of these is that the next 
financial year will be a more appropriate time to undertake these pieces of work. With the ongoing 
lockdown, the Council is still very much in ‘Response’ rather than ‘Recovery’ mode. The Project 
Governance audit will focus on Acacia Hall but this will project will not be finalised until Quarter 1 next 
year as building work was deferred due to the pandemic.  
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9) Members are asked to approve these deferrals.  
 

Internal Audit Outcomes 

10) The table below shows all final audit reports issued and the outcomes since the last report to Audit 
Board in January 2021. Summaries of these audits can be found in Annex B. Definitions of our 
assurance ratings are provided in Annex E.  
 

11) One of the primary functions of Internal Audit is to provide assurance that identified risks are being 
effectively managed and to this end, the table below also provides links between Internal Audit work 
and the current Strategic Risk Register. This does not mean that all controls have been covered as part 
of our audit but simply shows Members where they may be able to gain some assurance over the 
management of risk through our work.  
 

Audit Year Audit Assurance Level Links to Strategic Risk Register 

2020/21 New Build Capital 
Programme 

Substantial  HS1 – Affordable housing not delivered 
HS6 – Failure to deliver housing new build 
programme  

2020/21 Budget Setting Substantial  CP2 – Increasing pressure on budget, 
particularly as a result of COVID 

2020/21 Local Air Quality 
Management 

Limited ES4 – Increased carbon emissions 

 
12) Two out of three pieces work were rated ‘Substantial’. This is a good set of results indicating that the 

majority of risks considered as part of the reviews are being managed. Both of the ‘Substantial’ audits 
covered key areas with associated financial risks that are inherently high, due to the monetary 
amounts involved. We found that these financial risks were being largely well-managed, with budgets 
and costs well controlled. Nonetheless, there were opportunities for efficiencies which have been 
discussed with the services and which should assist the Council to rise to future challenges.  
 

13) The ‘Limited’ assurance audit was for a very specific statutory responsibility (Air Quality). One ‘high’ 
priority action was raised because the Council does not yet have a completed Air Quality Action Plan 
as required by DEFRA. This work is underway and, once complete and published, the significant risks 
will be mitigated to an acceptable level.  
 

14) We noted in the last update report (January 2021) that lack of clarity around governance 
arrangements within specific areas reviewed was an emergent theme of audit actions raised. The 
audits completed between January and February raised similar but discrete issues. It is important that 
governance arrangements are clearly articulated to ensure consistency of understanding and 
application, rather than being merely implicit. This applies to both internal arrangements and to 
relationships with external partners and contractors.  We have also found, to an extent, that this 
applies to internal control processes as a degree of reliance is often placed on accumulated knowledge 
which then means that effectiveness relies upon the individuals involved in the process rather than 
the process itself.   
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15) The chart below shows a breakdown of results for all assurance pieces of work issued for the 2020/21 
financial year that will contribute towards the year-end annual opinion, including 3 pieces of work 
from 2019/20 that were finalised in 2020/21.  

 

 

 
 

16)  The majority of the work continues to be ‘Substantial’ assurance and, as a result, my indicative overall 
opinion at this stage of the year continues to be that there is “Substantial” assurance over systems of 
risk management, governance and control (See Annex E for current definitions). 

 

17) Our priority for the remainder of the financial year is to complete ‘Plan A’ as set out in Annex A. We 
are also in the process of reviewing the risk management framework and, in addition, have another 
two pieces of ad hoc advisory work ongoing.    

 

Follow Up 

18) Internal Audit follows up all Critical, High, Medium and Low priority findings as they fall due. Annex C 
shows the results of our follow up process since the last report to this Board. There are currently no 
Critical or High priority issues that are due and outstanding.  We have agreed to defer four actions this 
quarter but they are in currently in progress and therefore we do not consider the deferral to 
represent a significant risk.  
 

Internal Audit Performance 

19) Audit Board have an important role to play in monitoring the performance of Internal Audit, in order 
to assure themselves that Internal Audit makes an effective contribution to governance and that 
reliance can be placed on its conclusions.  
 

20) To facilitate performance monitoring, a suite of Key Performance Indicators (KPIs) exist and the results 
for Q3 (October –December 2020) are shown at Annex D. As reported throughout this year and also 
as highlighted within the External Quality Assessment report (presented as a separate agenda item), 
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delivering audits to budget and in a timely manner is still a key challenge for the Partnership. At the 
same time as improving efficiency, we are also striving to improve the quality of audit work to ensure 
that it is consistently in line with professional standards. All of these facets are critical in order to be 
able to deliver an effective service and we do have a set of actions in place for all of them, including 
training, support and performance monitoring.  
 

21) Within the Audit Plan report (a separate agenda item), we present a revised set of KPIs for Members 
approval.  

 

Conclusion  

22) The outcomes of Internal Audit work have been largely positive and where findings have highlighted 
potential weaknesses, officers have put plans in place to address.  
 

23) Internal Audit staff continue to be redeployed into frontline roles, but we are still on track to deliver 
a robust overall opinion on systems of risk management, governance and control as part of the Annual 
Report in July. At this stage, my overall indicative opinion is one of “substantial” assurance.   
 

24) We would like to thank Officers, Managers and Members for their ongoing support and co-operation 
to enable us to deliver our work, particularly in the light of the ongoing pandemic.  

 

Francesca Chivers, CMIIA 

Audit Manager 
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 Annex A – Internal Audit Plan 2020/21 

2019/20 audits completed since July 2020 (to form part of the 2020/21 Annual Opinion) 
 Animal Welfare Risk Based Complete Substantial 
 Garage Management Risk Based Complete Substantial 
 HR Policy Compliance Risk Based Complete Substantial 

2020/21 Plan  

Plan A Audit Title Type Current Status Assurance 

1 Cyber Security Compliance Complete Limited 

2 Rent Collection / Rent Arrears 
(Current Tenants) 

Finance Not yet started  

3 Waste Collection Contract Risk Based Review / Feedback  

4 Street Cleansing Risk Based Review / Feedback  

5 Reactive Repairs Risk Based Planning  

6 New Build Capital Programme Finance Complete Substantial  

7 Budget Setting Finance Complete Substantial 

8 Feeder Systems & Journals Finance Complete Full 

9 Fraud Checklist Governance Complete Advisory 

10 Planning: Administration & Fees Risk Based Fieldwork  

11 Housing Benefits Finance Fieldwork  

12 Housing Allocations Policy Risk Based Complete Substantial 

13 Corporate Project Governance Governance Proposed to defer to 
2021/22 

 

14 Planning Enforcement Risk Based Complete Substantial 

15 Local Air Quality Management Risk Based Complete Limited 

16 Contract Management Risk Based Fieldwork  

17 Dartford Town Against Crime Risk Based Complete Substantial 

18 IT Change Control Risk Based Fieldwork  

19 Facilities Management Risk Based Planning  

20  Counter Fraud Policy Work Governance Complete  Advisory 

21 Covid-19: Lessons Learned Consultancy Removed from Plan 
due to conflict of 
interest 

 

22 Covid-19: Recovery Consultancy Proposed to defer to 
2021/22 

 

23 (Plan Addition) – Home Working 
Review 

Consultancy Complete Advisory 

Plan B Audit Title Type Current Status  

1 Revenues and Benefits Shared 
Service Performance 

Finance Not yet started  

2 Recruitment Process Risk Based Not yet started  

3 Homelessness Prevention Consultancy Not yet started  

4 Emergency Planning Risk Based Not yet started  

5 Environmental Enforcement Risk Based Not yet started  

6 Employee Induction Advisory Not yet started  
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7 Project Management 
Framework 

Governance Not yet started  

8 CRM System Risk Based Not yet started  

9 Markets Risk Based Not yet started  

10 Shared Service Value for Money Consultancy Not yet started  

11 KCC Funding Agreement – Fraud 
& Error 

Risk Based Not yet started  
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Annex B - Summaries of Audit Reports issued 

New Build Capital Programme (Substantial Assurance) - Issued February 2021 

In 2012, the Council embarked on a programme of building new homes for Council tenants using 

Right to Buy receipts and is currently in Phase 3 of this programme. The objective of our audit was to 

review the effectiveness of controls to ensure that the projects are delivered to agreed time, cost 

and quality criteria.  

Our “Substantial” assurance opinion is based on that controls are largely sufficient in design to 

mitigate against significant risks. We have identified some areas to further enhance controls in 

relation to the overarching governance framework.  

Key Strengths 

 The Phase 3 projects had been appropriately approved and sufficient information was provided 

to ensure that decision-making was robust.  

 Spend against the agreement with MHCLG regarding use of capital receipts is regularly 

monitored, with actions put into place where risk of underspend is identified. 

 The process for making contractual payments is robust in design, and all Phase 3 payments were 

supported by appropriate valuations and authorisations.  

 There was evidence that project costs are well managed and controlled. 

 Effective monitoring arrangements are in place to ensure that projects are delivered to time and 

quality.  

Areas for Development 

 Internal governance process, such as those for change control, risk management and budget 

reconciliation, require greater elucidation.  

 There are currently no project closure reports to allow an assessment of lessons learned and 

benefit realisation.  

 In our view, the contractual arrangements for the external provider of project management 

services require clarification. 

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Risks accepted 
by management 

Critical 0 NA NA 

High 0 NA NA 

Medium 3 3 0 

Low 0 NA NA 

Advisory 0 NA NA 

Total 3 3 0 
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Budget Setting (Substantial Assurance) – Issued in February 2021 

We conclude based on our audit work that the controls in place for the annual budget setting 

process provide substantial assurance.  

Our review found that a process is in place to ensure that budget setting deadlines are met but 

there are aspects which could be improved, especially in relation to the guidance that runs 

alongside the Finance budget setting timetable. Although there is a timetable in place there are no 

set procedures or guidance to assist and provide clarity regarding the approach and operation. 

Meetings take place with Budget Holders as part of the process to identify savings and ways of 

increasing income and positive feedback was received from Budget Holders as part of the review 

regarding the support provided by the Finance team throughout the budget setting process. 

However opportunities for further savings and efficiencies could be available in some areas, going 

forward. This is likely to be more important over the next few years, as the medium and long 

economic impact of external events becomes more defined. 

We have suggested actions that will support controls in these areas. 

The table below provides a summary of priority rated actions: 

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Risk accepted by 
management 

Medium 1 1 n/a 

Low 1 1 n/a 

Advisory 2 2 n/a 

Total 4 4 n/a 

 

 
Local Air Quality Management (Limited Assurance) – March 2021 

The day to day responsibilities for the monitoring and reporting of air quality activity have been 

assigned to the Scientific Officer (SO) who has detailed knowledge and expertise in the subject 

matter. The Council also benefits from being a member of the London Air Quality Network. This 

provides guidance and notifications of developments relating to air quality. 

The audit did however highlight some significant areas for development.  A key concern is that the 

Council has not yet approved its revised local air quality action plan.  It has been over a year since the 

air quality consultants Bureau Veritas were appointed to review and update the existing plan. It is a 

legal requirement specified by the Environmental Act 1995 that local authorities have an approved, 

up to date air quality action plan in place. Delays have been created as a result of Covid-19 impacting 

the consultant’s ability to undertake the modelling necessary to verify existing AQMAs and a decision 

for the action planning process to undergo member scrutiny and participation.  

In our view, existing air quality performance indicators contain technical data, which is difficult to 

understand for non-specialists and no supporting explanation is provided. Although the Assistant 
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Environmental Health Manager (Environmental Protection) stated they provided useful information 

for him he did agree the indicators reported on the Pentana system need to be reviewed.    

We also identified that contract management arrangements between the Council and external 

suppliers of services could be enhanced, as agreements had not been signed, there were some minor 

errors within the agreements and there was a lack of clarity around how the Council received 

assurance that services were being delivered to an acceptable standard.  

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Risk accepted by 

management 

Critical 0 0 0 

High 1 1 0 

Medium 6 6 0 

Low 0 0 0 

Advisory 0 0 0 

Total 7 7 0 
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Annex C -Audit actions  

We raise recommendations to assist management in addressing control failings, or to suggest service improvements following the results of 

our testing. In accordance with our follow-up process all audit actions are tracked and followed up when they fall due. The table below shows 

the current actions, and progress against implementation: 

Project  
  

Service  
Manager  

Report Issue 
Date & Rating  

Agreed actions 
in Final Report  

Actions due 
in Dec 2020 

and Jan 
2021  

Not yet 
due  

Closed 
during Dec 
2020 and 
Jan 2021 

Agreed 
Deferrals this 

Qtr.  

Total 
actions 

closed to 
date  

Total actions 
outstanding1  

Post GDPR Review 2018/19  
Sarah Martin / IT 

Services  
June 2019  
Substantial 

5  0  1 (M)  0  0  4  1  

Corporate Complaints 
2019/20 

Marie Kelly-Stone 
March 2020 
Substantial 

3 1 (M) 0 1 (M) 0 3 0 

Accounts Receivable 
2019/20 

Tim Sams 
April 2020 

Full 
3 0 2 (L) 0 0 1 2 

Community Safety 2019/20 Mark Salisbury 
July 2020 

Full 
1 0 1 (L) 0 0 0 1 

Garage Management 
2019/20 

Paul Koster 
August 2020 
Substantial 

3 0 1 (M) 0 0 2 1 

Animal Welfare (shared 
review) 2019/20 

Annie Sargent 
September 2020 

Substantial 
3 0 

1 (M), 1 
(L) 

0 0 1 2 

Cyber Security 2020/21 Sarah Martin 
September 2020 

Limited 
7 

1 (H), 1 (M), 
2 (L) 

1(M) 0 
1 (H), 1 (M), 2 

(L) 
2 5 

                                                           
1 Projects with 0 actions outstanding will be removed from future reports and be closed 
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Planning Enforcement 
2020/21 

Sonia Collins 
November 2020 

Substantial 
2 0 

1 (M), 1 
(L) 

0 0 0 2 

Dartford Town Against Crime Anthony Henley 
December 2020 

Substantial 
4 1 (M) 

1 (M), 2 
(L) 

1 (M) 0 1 3 

New Build Capital 
Programme 

Peter Dosad 
February 2021 

Substantial 
3 1 (M) 3 (M) 1 (M) 0 1 2 

Budget Setting Tim Sams 
February 2021 

Substantial  
2 0 

1 (M), 1 
(L) 

0 0 0 2 

Air Quality Management Nick Chapman 
March 2021 

Limited 
Assurance 

7 0 
1(H), 6 

(M) 
0 0 0 7 

    TOTAL  43 7 25 3 4 15 28 
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Agreed Deferrals 
This table shows the four audit actions and the reason why they have been deferred: 

Project Action (including priority) 
Original 

agreed date 
Revised 

date 
Reason for deferral 

No. of 
times 

deferred 
Cyber Security 

2020/21 
Disaster Recovery Testing  
(High) 

 

31/12/20 31/3/21 

These actions were originally due at the end of December 2020, but 
we deferred them until the end of March to allow a DR solution to be 
purchased and implemented. Significant progress has been made as 
the solution has been purchased and configured and is now in testing 
phase. The project is currently estimated to complete w/c 19th March.   
 

1 

Cyber Security  
2020/21 

Disaster Recovery Policy 

(Medium) 31/12/20 31/3/21 1 

Cyber Security 
2020/21 

Backup policy (Low) 
31/12/20 31/3/21 1 

Cyber Security  
2020/21 

User management document  
(Low) 31/12/20 31/3/21 1 
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Annex D – Key Performance Indicators for Q3 Progress (October - December) 
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Annex E - Definitions of Assurance ratings: 

OPINION DEFINITIONS 

Full Assurance 

(no High or Medium 
priority actions) 

A sound framework of control is in place that meets Council or 
service objectives. All expected controls tested are in place 
and are operating effectively. 

A review with this level of assurance will generally have no 
actions, or very few LOW priority actions. Agreed actions will 
be followed up as they fall due. 

Substantial Assurance 

(no High priority actions) 

There is generally a sound framework of control in place that 
meets Council or service objectives. However, there are 
isolated weaknesses in design of controls, or inconsistent 
application of controls, which puts the achievement of a limited 
number of objectives at risk. 

A review of this level of assurance may raise a number of 
MEDIUM priority actions. Agreed actions will be followed up as 
they fall due.  

Limited Assurance 

There are weaknesses within the framework of control or 
evidence of non-compliance with Council procedures or good 
practice, which puts the achievement of the Council’s or 
service objectives in many of the areas reviewed at risk. 

A review with this level of assurance will raise one or more 
HIGH priority actions. Actions with a high priority should be 
acted on as soon as practical and will be followed up as soon 
as they fall due. 

No Assurance 

Key controls are absent from the framework of control. There 
are fundamental weaknesses identified with both the design 
and operation of the system under review. As a result, it is 
unlikely that Council or service objectives will be achieved. 

A review of this level may include a number of HIGH or 
CRITICAL priority actions. Actions of a critical level will be 
reported as soon as they are identified and escalated to the 
relevant Senior Manager. Actions to address the findings will 
be followed up as soon as they fall due.  
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